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Abstract

The seminal work of Goldwasser, Micali and Rackoff put forward a computational
approach to knowledge in interactive systems, providing the foundation of
modern Cryptography. Their notion bounds the knowledge of a player in terms
of his potential computational power (technically defined as polynomial-time
computation).

In this thesis, we put forward a stronger notion tipa¢ciselybounds the
knowledge gained by a player in an interaction in terms ofittealcomputation
he has performed (which can be considerably less than any arbitrary polynomial-
time computation).

Our approach not only remains valid evef®it= NP, but is most meaningful
when modeling knowledge of computationally easy properties. As such, it
broadens the applicability of Cryptography and weakens the complexity theoretic
assumptions on which Cryptography can be based.
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Introduction

Information is not knowledge.

Albert Einstein

The seminal works of Goldwasser and MicaB3[ and of Goldwasser,
Micali and Rackoff B4] put forward a computational approach to knowledge
in interactive systems, providing the foundation of modern Cryptography. In a
nutshell, their approach can be summarized as follows:

A player knows only what he can feasibly compute.

Since “feasible computation” is formalized as probabilistic polynomial-time com-
putation, their notion bounds the knowledge gained by a player in an interaction
in terms of what is computable in probabilistic polynomial time.

In this thesis, we put forward a stronger notion tipa¢ciselybounds the
knowledge gained by a player in terms of #etualcomputation he has performed
(which can be considerably less than any arbitrary polynomial-time computation).
For convenience, we do so in the context of interactive prd@dk put it should
be appreciated that our notion extends to more general types of interactions—
in particular, secure encryption schemes and general secure multi-party (i.e.,
distributed) computations.

1.1 Zero-Knowledge Proofs

Zero-knowledge interactive proofs, introduced by Goldwasser, Micali and Rack-
off [34] are fascinating (and seemingly paradoxical) constructs, allowing one
player (called the Prover) to convince another player (called the Verifier) of the
validity of a mathematical statemenrt € L, while providing zero additional

knowledgeto the Verifier. For instance, a zero-knowledge proof can be used to

12




1.1. ZERO-KNOWLEDGE PROOFS 13

convince a verifier that a certain (large) numbBér= pq is the product of two
primes, without revealing the actual factgrandg.

Goldwasser, Micali and Rackoff’s definitior8%] essentially states that an
interactive proof ofc € L provideszero(additional)knowledgeo the Verifier, if,
for any probabilistic polynomial-time verifidr, the view ofV in the interaction
can be “indistinguishably reconstructed” by a probabilistic polynomial-time
simulatorS —interacting with no one— on just input The rational behind this
definition is that since whatevéf “sees” in the interaction can be reconstructed
in polynomial-time, the interaction does not yield anythingVothat cannot
already be computed in polynomial-time. Thus, zero-knowledge proofs, although
conveying a lot oinformationto the Verifier, guarantee that

The class of probabilistic polynomial-time verifiers learn nothing new
from the interaction!

A Stronger Desiderata

We wish to put forward a notion of zero knowledge that guarantees that also all
individual verifiers (rather than the class of polynomial-time verifiers) learn noth-
ing new. A first step towards this goal was taken alread\Bii). [The refinement

of [31, 29], aimed at measuring the “actual securitgf a zero-knowledge proof
system, calls for a tighter coupling between therst-caserunning-time ofV’

(i.e., an upperbound on the running-timelofn any interaction) and the expected
running-time ofS: a proof is zero knowledge with tightness) if there exists

a fixed polynomialp(-) such that the expected running time $fx) is upper-
bounded byt(|z|) times the worst-case running time &f(z) plus p(|z|). In
essence,

The tightness of a zero-knowledge proof bounds the knowledge of
the Verifier in terms of thepper-boundon its running-time (in any
interaction).

Let us argue, however, that such coupling may still be insufficient, even when the
tightness function is a constant and the polynomial is identically 0.

Consider a malicious verifier that, on input an instance € {0, 1}", with
probability.01 over the messages it receiyéskesn° computational steps and
steps the rest of the time. The worst-case runningtiofié” is n°°, and thus zero
knowledge with optimal tightness only requires tlvabe simulated in expected
time Q(n°°). Does this really mean that it is indifferent f&f to get out and
interact with the Prover or to stay home and &/ Unless we are confident that
n®0 steps convey absolutely no knowledge (or unless we have stronger guarantees
about the behavior of the simulator) the answer is no. In fact, by interacting
with the Prover) will almost always execute steps of computation, while (in
absence of extra guarantees) running the simulator nailytdtyscause him to

LIn fact, also the expected running-timesfis Q(n°).
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investn®” steps of computation! (This is not just a theoretical worry or an artifact
of the definition: it actually occurs for classical protocols and simulaors.

This discussion shows that we need a stronger notion of zero knowledge. This
is what we put forward in this thesis: informally,

P provides a zero-knowledge proofok L if the viewv of any verifierl”
in an interaction withP aboutz can be reconstructed —on just inpt#—
in the same time (within, say, a constant factor) as that takeW Iy the
particular vieww.

In other words, whatevel” can “see withP” in ¢ steps of computation, he can
reconstruct by himself in —say—t 3teps. We call a proof satisfying the above
property aprecise zero-knowledge pro(dr a zero-knowledge proof with linear
precision. In essence, whereas prior notions of zero knowledge were content
with requiring a simulation that only incurs a small slow down relative to the the
worst-case running time of the verifier, our notion calls for a snpaéiciseslow
down with respect to the actual running time in eaalticular execution. Thus,

We bound the knowledge of the Verifier in terms of datdual
computation.

Notice that if restricting our attention to verifiers traltvaysexecute the same

(or roughly the same) number of computation steps, then any standard zero-
knowledge simulation with tightnes$n) also has precision(n). However, if
consideringgeneral verifiers whose running-time depend (in some non-trivial
fashion) on the instance and the messages received, then precise simulation seems
harder to obtain.

Stronger Implications

The original definition of Zero Knowledge only considers polynomial-time
verifiers. In contrast, our definition does not make any reference to complexity
classes; our verifiers may well be exponential-time, or take exponentially many
steps a substantial fraction of the time, without trivializing the notion of zero
knowledge. This not only makes our definition more general and conceptually
simpler, but also more applicable. Let us give some examples.

Preserving Success/Time-Distributiostandard Zero-Knowledge proofs pro-
vide the guarantee that the Verifier will not be able to compute any prop-
erties of the statement proved, that cannot already be computed (without

2Consider for instance, the protocol of Feige-Shar@f] jvhen instantiated with Goldreich,
Micali and Wigderson’s Graph 3-Coloring proof systeBi]f As above, consider a verifiér
that with prob.01 runs in timen5°, and otherwise in time.. The Feige-Shamir simulator runs
the verifiern? times, each time feeding it new messages (this is done in order to extract a “fake”
witness). The probability that the verifier runs in timein all n? rewindings is.99"”. Thus,
although the verifier only runs in time*® with probability.01, the simulator will essentially always
run in timeQ(n°°).
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interacting with the Prover) in expected time that is comparable to the worst-
case running-time of the Verifier. Barak and Lind@&Jl point out that such a
coupling between thexpectedunning-time of the simulator and theorst-
caserunning-time of the Verifier, allows for a success-probability/running-
time trade-off for the Verifier: a malicious Verifier might potentially with
probability, say,lé—0 compute some property after 1 year, that would have
taken him 100 years to compute before the interaction. They also note
that zero-knowledge proofs withktrict polynomial-timesimulators, i.e.,
simulators whose worst-case running-time is coupled to the worst-case
running-time of the Verifier do not allow such a trade-off. In other words
strict polynomial-time zero-knowledge proofs do not allow for success-
probability/(worst-case) running-time trade-offs.

Precise Zero Knowledge additionally guarantees that the success-
probabilityfunning-time distributionof the Verifier is preserved. More
precisely, consider a verifier that can compute some property with a certain
success probability and a running time that is specified by some probability
distribution (over the random coins of both the honest prover and the
verifier). Then, the notion of Precise Zero Knowledge guarantees that the
same property can be computed with (roughly) the same success probability
and running-time distribution, without the help of the prover. In contrast,
traditional zero-knowledge proofs with a strict polynomial-time simulator
having optimal tightness (i.e., the worst-case running-time of the simulator
is equal to the worst-case running-time of the verifier) only guarantee that
the property can be computed with (roughly) the same success probability
but using a running-time that potentiabywaysis equal to the worst-case
time of V.

Securing Semi-Easy PropertiesWhereas standard Zero-Knowledge proofs
provide the guarantee that hard properties of the statement proved remain
secret, Precise Zero Knowledge furthermore guarantees that the computa-
tion of also “semi-easy” ones is nf#cilitated In many natural situations
this may be very important. Consider, for instance, data mining. A large
database may very well be public, but the relations among its records may
not be automatically evident. One researcher may have found a correlation
between —say— race and wealthsif work, but may want to prove his
discovery in zero knowledge in order to preserve the remaining privacy of
the record holders to the maximum possible extent. In particular, we would
like to guarantee that if a verifiéf can compute a second relation — say
between, race and a given disease — with a certain success probability and
a running time that is specified by some probability distribution, then this
relation can be discovered with (roughly) the same success probability and
running-time distribution, without the help of the prover; in other words,
we wish to preserve the success/time-distribution of a verifier. (Note that
this is significantly stronger and more meaningful than simply requiring
that the relation can be computed in time comparable to the worst-case
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running-time of V', as the worst-case running-time of the verifier might
potentially be very largé. This is exactly what Precise Zero Knowledge
stipulates and guarantees. In essence, precise zero knowledge proofs
leave intact the security of not only hard properties, but also semi-easy
ones? Consequently, precise zero-knowledge provides meaningfulness to
the notion of a zero-knowledge proof also for language® ifjust as in

the above data mining exampfR)That is, they keep zero knowledge very
meaningfuleven ifP = N'P!

“More Deniable” Identification. Perhaps the most important use of zero-

knowledge proofs in practice consists of (1) convincing a gate keeper of
our identity, without (2) leaving any evidence of our interaction that can
be believed by a third party2f, 15, 20]. Intuitively, the information left

in the hands of the gate keeper consists of his view of the interaction,
something that he could reconstruct himself without any help in the case
of a zero knowledge proof (of € L, for a fixed hard languagé and

for an inputx publicly linked to the identity). However, let us argue that
also for such a “deniable identification” application, standard definitions of
zero-knowledge might not directly stipulate sufficient security guarantees.

Consider a gate keeper that with probability1 takesn’® steps andch
steps otherwise. With probability 0.99, such a gate keeper might obtain
in n steps a view of the interaction that would have taken hith steps

to generateif naively running the zero-knowledge simulat&@uch a view
might therefore serve as a (plausible) evidence of the authenticity of his
interaction with us. Of course, if we know that the gate keeper always
executes eithen steps, om°® steps, then any view obtained by the keeper
in n steps can be reconstructed in roughlgteps by considering the zero-
knowledge simulator for a “truncated” version of the keeper, that executes
at mostn steps. In general, however, the running time of the gate keeper
might be much more erratic (for instance, the gate keeper mighttateps

with probability p, or might use some even more complicated probability
distribution), and thus deniability becomes harder to argue. Precise Zero
Knowledge instead stipulates essentially optimal deniability: whatever view
the gate keeper obtains with our help, he could have generated alone in twice
its running time in that view.

3Consider, for instance, a verifier that has relatively feeble resources. Such a verifier could

nevertheless buy a lottery ticket that with some small probability could give him access to a large
amount of computational resources.

“For a more “mathematical” example of the same notion, consider a prover that wishes to

prove that a certain graph is three-colorable, but without facilitating the computation of any other
(potentially easy) property of the graph (such as for instance its maximum matching).

>Note that it is easy to construct “trivial” precise zero-knowledge proofs for all languages in

‘P: the proof system consisting of the prover sending nothing and the verifier checking itself the
validity of the statement, is clearly zero-knowledge with linear precision. The main challenge is,
however, to construct zero-knowledge proofs with linear precision, where the running time of the
honest verifier is (significantly) smaller than the time needed to decide the language.
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1.2 Proofs of Knowledge

The notion of a proof of knowledge was intuitively introduced by Goldwasser,
Micali and Rackoff B4] and was formalized by Feige, Fiat and Shar2i][and
Tompa and Woll $9]. Loosely speaking, an interactive proof of € L is a

proof of knowledge if the prover convinces the verifier thgbassessesor can
feasibly computea witnessw for the statement. Whereas anyP-witness for

the statement € L trivially is a proof of knowledge of: € L, zero-knowledge
interactive proofs (or other general types of interactive proofs) are not necessarily
proofs of knowledge.

Again, as “feasible” computation is defined through the notion of probabilistic
polynomial-time, the notion of a proof of knowledge is essentially formalized as
follows: an interactive proof of € L is a proof of knowledge if there exists a
probabilistic polynomial-timextractormachineFE, such that for any probabilistic
polynomial-time proverP, E on input the description oP and any statement
x € L readily outputs a valid witness far € L if P succeeds in convincing the
Verifier thatz € L.

The rational behind this definition is that afythat convinces the verifier, can
execute the extractdr on its own code and therefore reconstruct the witness in
probabilistic polynomial-time. Thus, in a proof of knowledge

P will only succeed in convincing the verifier thate L if P in
probabilistic polynomial-time can compute a withess#og L.

Halevi and Micali B8] introduced a strengthening of the notion of a proof of
knowledge, callec conservative proof of knowledgshich guarantees a tighter
coupling between thexpectedrunning-time of the extractoF and that ofP.
Thus,

P will only succeed in convincing the verifier that € L if P
can compute a witness far € L in time “closely” related to P’s
expectedunning-time.

We notice that the same arguments as used in the previous section also apply to
show that even the stronger notion of a conservative proof of knowledge only
“loosely” bounds the knowledge aP: Consider a provelP that, on input an
instancer € {0,1}", with probability.01 over the messages it receives, tak&s
computational steps andsteps the rest of the time. The expected running-time
of P is Q(n?°) and thus even a conservative proof of knowledge with “optimal”
tightness only requires tha? can compute a witness far in Q(n") steps
(whereasP most of the time only takes steps)

In order to more precisely bound the knowledge of the prover, we put forward
the notion of a proof of knowledge which instead provides the guarantee that

P will only succeed in convincing the verifier thate L if P can
compute a witness for € L in same time (within, say, a constant
factor) as theactualtime P spent in the every interaction whevéis
accepting.
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That is, wheneveP spendg stepsn a particular interactionin order to convince

the Verifier, P could in, say2t, steps compute a witness to the statement proved.
We call a proof satisfying the above propertpr@cise proof of knowledg@r a
proof of knowledge with linear precision).

Note that in contrast to traditional notions of proofs of knowledge, our
definition allows us to capture what it means for a particular prover to know a
witness in goarticular interaction, providing more intrinsic meaning to the notion
of a proof of knowledge.

Furthermore, just as traditional proofs of knowledge protocols are useful in
the design of zero-knowledge proofs (and more general secure protocol), we
demonstrate the applicability of precise proofs of knowledge protocols as building
blocks in order to obtain precise zero-knowledge proofs. (In fact, we here show
that a slightly weaker variant of our notion of precise proofs of knowledge, called
emulatable precise proofs of knowledgesufficient.)

1.3 Overview of the Thesis

The main contribution of this thesis is the introduction of precise definitions of
zero-knowledge and proofs of knowledge. We also investigate the existence of
zero-knowledge proofs satisfying our stronger definitions. In this journey, we
additionally construct non-trivial proof of knowledge protocols satisfying our
stronger notions.

Chapter 2 - Preliminaries. We introduce basic notation and recall basic notions
that will be used throughout the thesis.

Chapter 3 - Classical Work on Zero-Knowledge.We recall classical definitions

of a zero-knowledge proof, a proof of knowledge, and a witness indistinguishable
proof (which is a weakening of the notion of a zero-knowledge proof). This
chapter also contains descriptions of some of the major results on zero-knowledge
proofs, as well as brief descriptions of some classical zero-knowledge protocols.

Chapter 4 - Capturing Knowledge in Expectation. We introduce new defini-
tions of zero-knowledge and proofs of knowledge, which bound the knowledge
of a player in terms of higxpectedrunning-time, or in terms ohigher-order
moment®f his running-time. For instance, a zero-knowledge proof wipected

(or i'th moment) precisiorrequires that the expectationtf moment) of the
running-time distribution of the simulator is closely related to the expectation
('th moment) of the running time of the verifier. Although these notions are
considerably weaker than our precise notions of zero knowledge and proofs of
knowledge, they are already a significant strengthening of the traditional notions
and are interesting in their own right — the notion of expected precise zero-
knowledge guarantees that theerageamount of resources needed by a verifier



1.3. OVERVIEW OF THE THESIS 19

to perform some task is not significantly altered by the zero-knowledge proof;
the notion of a higher-moment precise zero-knowledge proof guarantees the same
thing, even if the computation-cost function (i.e., the cost per computation step)
of the verifier is non-line&f.

We furthermore investigate to what extent known zero-knowledge protocols
and simulators satisfy our new notions of expected precise and higher-moment
precise zero-knowledge.

Chapter 5 - Capturing Knowledge Precisely. We introduce our notions of
precise zero-knowledge and precise proofs of knowledge. We additionally
introduce a potentially weaker notion of a precise proof of knowledge, called
an emulatable precise proof of knowledge, which is particularly useful in
cryptographic applications (and most notably in our constructions).

This chapter also discusses basic closure properties of precise zero knowledge
and contain a formalization of the statement that a precise zero-knowledge proof
guarantees that the running-time distribution of the simulator is (roughly) the same
as the running-time distribution of the verifier.

Chapter 6 - Existence of Precise Zero KnowledgaNe investigate the existence

of precise zero-knowledge proofs. It should be appreciated that without any
trusted set-up assumptions, none of the known zero-knowledge protocols and
simulators satisfy our precise simulation requirement. In particular, we show
that only “trivial” languages have precise zero-knowledge proof systems with so
called black-box simulatorgthis is a severe lower-bound as all classical zero-
knowledge protocols, and all “practical” zero-knowledge protocols indeed have
black-box simulators). We, however, manage to prove the existence of precise
zero-knowledge protocols in a variety of settings under standard complexity
assumptions. To prove our positive results, while avoiding our impossibility
ones, we rely on a simulation thigarns(in a very weak sense) the running-time
distribution of the verifier, and thereaftexploitsit in order to perform a precise
simulation.

ACKNOWLEDGMENTS. This thesis is based on joint work with Silvio Micali
and has been supported by NSF Grant 0326277 and an MIT Akamai Presidential
Fellowship. Portions of the thesis originally appeared as an extended abstract in
the 38'th Symposium on Theory of Comput[Ag.

5As already mentioned, for the case of proofs of knowledge, the notion of a conservative proof
of knowledge B8] also bounds the knowledge of a player in terms of its expected running-time (but
not in terms of higher-order moments of it).
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1.4 A Wi(l)der Perspective

In this final section of the introduction we permit ourselves to put the results of
this thesis in a wider context.

PRECISE CRYPTOGRAPHY We emphasize that whereas the treatment in this
thesis focuses of zero-knowledgeoofs the notion of precise zero knowledge
can be applied also to more general cryptographic protocols, e.g., encryptions
[33] and secure computation8]]. For concreteness, consider encryption.
Recall that Goldwasser and Micali’'s notion of security for encryption schemes
requires that a ciphertext does not reveal more than what can be computed in
probabilistic polynomial-time given only the length of the encrypted plain-text
[33]. A precise variant of their notion would instead be to require that anything
that can be computed in timegiven the cipher-text can be computed in time,
say, 2t, given just the length of the plain text. Although a full investigation

of precisely secure encryptions schemes is outside the scope of this thesis we
mention that any secure encryptions scheme psttudo-randoriphertexts (i.e.,

any encryption scheme having the property that the encryption of a message looks
“random”) is a precisely secure encryption scheme. (Interestingly, this gives
a theoretical foundation to the folklore belief that a “good” encryption scheme
should “scramble” a message and make it look random).

THE IMPORTANCE OFKNOWLEDGE. The notion of knowledge has grown more
and more important in mathematical sciences such as Computer Science (and
in particular Cryptography, Distributed Computing and Artificial Intelligence),
Game Theory and Logic (se2]] for applications of notions of knowledge outside

the realm of Cryptography). We believe that obtaining a fuller understanding
of this fundamental notion might not only lead to major advances in all the
above fields, but also bears the potential of actually bringing these fields closer
together. In particular, we believe that our notions of knowledge could provide
a useful framework for modelingounded-rationahgents in Game Theory; such

an approach could make it possible to apply game theoretic reasoning also to
cryptographic protocols.

KNOWLEDGE AND COMPUTATION. Computation and reasoning is at heart of
the notion of knowledge. We thus believe that any modern theory of knowledge
needsto take computation into account. Of course, “time” is just one aspect of
computation, and indeed all of our notions (as well as protocols) extend to also
consider other parameters of a computation (e.g., space-complexity).

A PRECISE APPROACH TO COGNITIVE NOTIONS. In this thesis we have
“only” addressed the notion of knowledge. The field of Game Theory allows for
mathematical formalizations of other cognitive notions suchediefs rationality
andpreferencesCurrently “main-stream” Game Theory defines these notions in
terms of theexpectationsf certain utility functions for the players (much like our
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notions of expected precise zero knowledge and proofs of knowledge). It is well-
known in the Game Theory literature that such an approach might be inadequate
in several situations: For instance, a player might very well prefer to be killed with
probability one in a trillion (e.g., taking an airplane), to being robbed with 10%
probability, although both options have the same expected utility. Much like our
precise notion of knowledge, one could consider extending also game theoretic
definitions to take into account the actaidtributionof the utility of players.

Information is not knowledge.
Knowledge is not wisdom. Wisdom
is not truth. Truth is not beauty.
Beauty is not love. Love is not
music. Music is the best.

Frank Zappa



Preliminaries

2.1 Basic Notation

2.1.1 General Notation

We employ the following general notation.

INTEGER AND STRING REPRESENTATION We denote byV the set of natural
numbers: 0, 1, 2,... Unless otherwise specified, a natural number is presented
in its binary expansion (with nteading 0s) whenever given as an input to an
algorithm. Ifn € N, we denote byl™ the unary expansion of (i.e., the
concatenation of: 1's). We denote by{0, 1}" the set ofn-bit long string, by
{0,1}* the set of binary strings, and by] the set{1,..,n}.

We denote the concatenation of two stringandy by x|y (or more simply by
xy). If ais a binary string, thefny| denotesy’s length andy; - - - «; denotesy’s
i-bit prefix.

PROBABILISTIC NOTATION. We employ the following probabilistic notation from
[36]. We focus on probability distribution& : S — R™ over finite setsS.

Probabilistic assignmentsif D is a probability distribution angh a predicate,
then “z <& D" denotes the elementary procedure consisting of choosing an
elementz at random according t® and returninge, and “z <~ D | p(xz)”
denotes the operation of choosimgccording toD until p(z) is true and
then returninge.

Probabilistic experimentslLet p be a predicate anf),, D, ... probability dis-
tributions, then the notatioBr[z; < Dy; 3 < Dy; ... : p(x1,x2,...)]
denotes the probability that(x;, zo,...) will be true after the ordered
execution of the probabilistic assignmentis<: Dy; zo < Dy; ...

22
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New probability distributions.If D4, D, ... are probability distributions, the
notation{z <~ D1;y < Dy;--- : (x,y,---)} denotes the new probability
distribution over{(z,y,---)} generated by the ordered execution of the
probabilistic assignments & Dy, y & Do, - - -.

Probability ensembleslet I be a countable index set. grobability ensemble
indexed byl is a vector of random variables indexed byX = {X;}c;.

In order to simplify notation, we sometimes abuse of notation and employ the
following “short-cut”: Given a probability distributioX’, we let X denote the
random variable obtained by selecting— X and outputtinge.

ALGORITHMS. We employ the following notation for algorithms.

Deterministic algorithms.By an algorithm we mean a Turing machine. We
only consideffinite algorithms, i.e., machines that have some fixed upper-
bound on their running-time (and thus always halt)Mfis a deterministic
algorithm, we denote bgTEPS,(,) the number of computational steps
taken byM on inputz. We say that an algorithm/ has time-complexity
TIMEy(n) = t(n), if Vo € {0,1}* STEPSy(,) < t(|z[). (Note that
time complexity is defined as an upper-bound on the running tim&f of
independentlyf its input.)

Probabilistic algorithms. By a probabilistic algorithms we mean a Turing
machine that receives an auxiliary random tape as input.Mlfis a
probabilistic algorithm, then for any input the notation M, (x)” denotes
the output of thel/ on inputz when receiving: as random tape. We let the
notation “M,(x)” denote the probability distribution over the outputsiaf
on inputz where each bit of the random tapes selected at random and
independently(note that this is a well-defined probability distribution since
we only consider algorithms with finite running-time.)

Oracle algorithms Given two algorithms\/, A, we letM 4 (z) denote the output
of the algorithm)/ on inputz, when given oracle access 4o

Emulation of algorithms.In counting computational steps, we assume that an
algorithm M, given the code of a second algorithtnand an inputz, can
emulate the computation of on inputz with only linear overhead.

NEGLIGIBLE FUNCTIONS. The term “negligible” is used for denoting functions
that are asymptotically smaller than the inverse of any fixed polynomial. More
precisely, a functiom(-) from non-negative integers to reals is caltegligibleif

for every constant > 0 and all sufficiently large., it holds thatv(n) < n—°.
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2.1.2 Protocol Notation

We assume familiarity with the basic notions of kateractive Turing Machine
[35] (ITM for brevity) and aprotocol Briefly, an ITM is a Turing Machine with a
read-onlyinputtape, a read-onlguxiliary inputtape, a read-onlgandomtape, a
read/writework-tape a read-only communication tape (for receiving messages) a
write-only communication tape (for sending messages) and finalygruttape.

The content of the input (respectively auxiliary input) tape of an IZN& called

the input(respectivelyauxiliary input) of A and the content of the output tape of
A, upon halting, is callethe output ofA.

A protocol (A, B) is a pair of ITMs that share communication tapes so that
the (write-only) send-tape of the first ITM is the (read-only) receive-tape of the
second, and vice versa. The computation of such a pair consists of a sequence of
roundsl, 2, .... Ineach round only one ITM is active, and the otherisidle. Around
ends with the active machine either halting —in which case the protocol ends— or
by it entering a speciatile state. The stringr written on the communication tape
in a round is called thenessage setity the active machine to the idle machine.

In this thesis we consider protocdld, B) where both ITMsA, B receive the
samestring as input (but not necessarily as auxiliary input); this input string will
be denoted theommon inpubf A and B.

We make use of the following notation for protocol executions.

Roundsln a protocol( A, B), around- € N is denoted anl-round (respectively
B-round) if A (respectivelyB) is active in roundr in (A, B). We say
that a protocol has(n) rounds (or simply is an(n)-round protocol) if the
protocol (A, B) consists of-(n)-rounds of communication betweehand
B when executed on common input {0, 1}".

Executions, transcripts and views.et M4, Mp be vectors of stringd/, =
{mYy,m?%, ..}, Mp = {mk,m%, ...} and letx, r1, 9, 21,72 € {0,1}*. We
say that the paif(z, z1,71, M4), (z, 22,72, Mp)) is an execution of the
protocol (A, B) if, running ITM A on common inputz, auxiliary inputz,
and random tape; with ITM B onz, z, andr,, results inmf4 being the
i'th message received by and inm!; being thei'th message received by
B. We also denote such an executiondy (z, z1) < By, (x, 22).

In an execution((x, z1,71, Ma), (z, 22,72, Mp)) = (Va,Vp) of the
protocol (A, B), we call V4 the view of A(in the execution), and’s the
view of B We letviEw, [A,, (z,21) < By,(x, 22)] denoteA’s view in the
executionA,, (z, z1) < By, (x, z2) andVIEWs[A, (x,21) < By, (x, 22)]

B’s view in the same execution. (We occasionally find it convenient
referring to an execution of a protocol, B) as gjoint viewof (A, B).)

In an execution((z, z171, M4), (x, 22,72, Mp)), the pair (My, Mp) is
called the transcript of the execution.
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Outputs of executions and views.e is an execution of a protocgl;, 4,) we
denote byouT;(e) the output ofA4;, wherei € {1,2}. Analogously, ifv is
the view of A, we denote by uT(v) the output of4 in v.

Random executionsWe denote byA.(z,z21) < By, (z,22), Ay (x,21) <
Be(z,22) and Aq(x,2z1) < Bs(x,z2) the probability distribution of the
random variable obtained by selecting each bit-pf(respectively, each
bit of ro, and each bit ofr; and r;) randomly and independently, and
then outputtingA,, (z, z1) < B,,(z, 22). The corresponding probability
distributions forviEw andouT are analogously defined.

Counting ITM stepsLet A be an ITM andv = (z, 2, r, (m1, m2,..mg)). Then
by sSTEPSi(v) we denote the number of computational steps takeniby
running on common input, auxiliary inputz, random tape, and letting
theith message received be;.

Time Complexity of ITMs. We say that an ITMA has time-complexity
TIMEz(n) = t(n), if for every ITM B, every common input:, every
auxiliary inputsz,, 2, it holds thatA(z, z,) always halts within ¢(|x|)
steps in an interaction witlB(x, z;), regardless of the content of and
B’s random tapes). Note that time complexity is defined as an upperbound
on the running time ofd independenthof the content of the messages it
receives. In other words, the time complexityfs theworst-caseunning
time of A in anyinteraction.

2.2 Basic Notions

2.2.1 Basic Complexity Classes

We recall the definitions of the basic complexity clasBed/P and BPP.

THE COMPLEXITY CLASS P. We start by recalling the definition of the claBs
i.e., the class of languages that can be decided in (deterministic) polynomial-time.

Definition1 (Complexity Clas$”). A languageL is recognizable in (determinis-
tic) polynomial-timef there exists a deterministic polynomial-time algorithh
such thatM (x) = 1ifand only ifx € L. P is the class of languages recognizable
in polynomial time.

THE COMPLEXITY CLASS N'P. We recall the classVP, i.e., the class of
languages for which there exists a proof of membership that can be verified in
polynomial-time.

Definition 2 (Complexity Class\V'P). A languageL is in NP if there exists a
Boolean relation?;, C {0,1}* x {0,1}* and a polynomiap(-) such thatR,, is
recognizable in polynomial-time, and € L if and only if there exists a string
y € {0,1}* such thaty| < p(|z|) and(z,y) € Ry,.
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The relationRy, is called awitness relatiorfor L. We say thay is a withess
for the membership € L if (z,y) € Rr. We will also letR(x) denote the set
of witnesses for the memberships L, i.e.,

Rp(x) ={y: (z,y) € L}

We let co/V'P denote the complement of the cla§sP, i.e., a languagé is in
co-NP if the complement td. is in N'P.

THE COMPLEXITY CLASS BPP. We recall the clas8PP, i.e., the class of
languages that can be decidedpimbabilistic polynomial-time (with two-sided
error).

Definition 3 (Complexity Clas€3PP). A languageL is recognizable in proba-
bilistic polynomial-timef there exists a probabilistic polynomial-time algorithm
M such that

o Vxr € L, Pr[My(x) =1] >2/3
o V& L Pr[My(x) =0] >2/3

BPP is the class of languages recognizable in probabilistic polynomial time.

2.2.2 Indistinguishability

The following definition of (computational) indistinguishability originates in the
seminal paper of Goldwasser and Mic&g].

Definition 4 (Indistinguishability) Let X and Y be countable sets. Two
ensembleg A, y}rex,yey and {B, y}zcx ey are said to becomputationally
indistinguishable overX, if for every probabilistic “distinguishing” algorithm

D whose running time is polynomial in its first input, there exists a negligible
functionv(-) so that foreveryr € X,y € Y:

|Prja «— Ay, : D(z,y,a) = 1] — Prja < By, : D(z,y,b) = 1]| < v(|z|)

{Az y}aex yey and{B; , } e x ycy are said to betatistically closeover X if the
above condition holds for all (possibly unbounded) algoritiims

2.2.3 Interactive Proofs and Arguments

We state the standard definitions of interactive proofs (introduced by Goldwasser,
Micali and Rackoff B5]) and arguments (introduced by Brassard, Chaum and
Crepeau 12)).

Definition 5 (Interactive Proof (Argument) SystemA pair of interactive ma-
chines(P, V) is called aninteractive proof systerfor a languagel. if machine

V' is polynomial-time and the following two conditions hold with respect to some
negligible functiornv(-):
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e Completenesdror everyx € L there exists a (witness) stringsuch that

Pr [OUTV[P.(:I:,y) o Va(z)] = 1] —1

e SoundnessFor everyx ¢ L, every interactive machin® and everyy <
{0, 1}
Pr [OUTV[P.(:B,y) o Vi(z)] = 1} < v(|z|)

In case that the soundness condition is required to hold only with respect to a
computationally bounded prover, the p@it, V) is called an interactivargument
system.

Definition 5 can be relaxed to require only soundness error that is bounded
away from1 — v(|z|). This is so, since the soundness error can always be made
negligible by sufficiently many parallel repetitions of the protocol. However, in
the case of interactive arguments, we do not know whether this condition can be
relaxed. In particular, in this case parallel repetitions do not necessarily reduce the
soundness error (cf8]).

THE COMPLEXITY OF INTERACTIVE PROOFS Whereas all of/P trivially

has an interactive proof (where the prover simply sends the NP-witness, and the
verifier checks if it is valid or not), the class of languages having interactive proof,
calledZP, possibly extends beyontiP. In particular, Shamir showed that all

of PSPACE (i.e., all languages that can be decided in polynomial space) have
interactive proofs§8]. We provide an example of a language which is not known

to be in /P but still has an interactive proof.

Example 27.1Consider the language of non-isomorphic graphs of the same size
(this languages is clearly in c&“P, but is not know to be in\P). Goldreich,
Micali and Wigderson demonstrated that this language has an interactive proof
[31]. Their protocol (which has soundness ertg@p) is depicted in Figur@.1

ProTOoCOLGMW-GraphNoniso

Common Input: an instanceér,, G; of the language 8APHNONISO.
V uniformly chooses a bit and letH be a random isomorphic copy 6f;.
V —-P:H.
P — V: The bit:’ such thatd is isomorphic taG;:.
V accepts ifi’ = 1.

Figure 2.1: An interactive proof for @GAPHNONISO

The intuition behind the protocol is as follows. If the graghs G indeed are not
isomorphic, the honest provétwill always be able to tell which of the graplis
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is isomorphic with. The protocol is thus complete (in fact, it has 0 completeness
error.) On the other hand, &, G, are isomorphic, the#/ is isomorphic to both

Gop andG;. This means that even an all powerful malicious prover will not be
able to guess the hitwith probability higher thari /2.

ARTHUR-MERLIN PROTOCOLS In certain applications of interactive proofs/
arguments it is desirable that the verifier only upablic random coins (i.e., all

its random coins are also revealed the prover; such proofs/arguments are called
public-coinor Arthur-Merlin[4]. Due to the fact that the verifier in a public-coin
protocol only uses public random coins, we can without loss of generality only
consider public-coin proofs/arguments having the following canonical structure:

1. the verifier only sends random messages to the prover,

2. atthe end of the interaction, the verifier determines whether to accept or not
by applying adeterministigpredicate to the transcript of all messages in the
interaction.

In Section3.2we provide examples of public-coin interactive proof systems.

INTERACTIVE PROOFS WITH EFFICIENT PROVERSFoOr cryptographic applica-
tions it is necessary that the prover strategy can be implemented efficiently when
given a witness.

Definition 6 (Efficient Provers) Let (P, V) be an interactive proof (argument)
system for the languagé € NP with the witness relation?;,. We say that
(P, V) has arefficient proverif P is a probabilistic polynomial-time algorithm
and the completeness condition of Definitdmolds for everyr € L and every
(TS RL(.T).

Example 28.1As an example of an interactive proof system with an efficient
prover, consider the following “trivial” interactive proof system for a language
L € NP, with witness relation?;: on common inputz, and auxiliary input

w € Rp(z), the proverP simply send the witness to verifier V. V accepts if
and only if (z,w) € Rp.

In section3.2we provide less “trivial” examples of interactive proof systems that
have efficient prover strategies.

2.2.4 Commitment Schemes

Commitment schemes are the digital equivalent of physical envelopes. They
enable a first party, referred to as tbender to commit itself to a value while
keeping it secret from a second party, theeiver this property is calledhiding.
Furthermore, the commitment lsinding and thus in a later stage when the
commitment is opened, it is guaranteed that the “opening” can yield only a
single value determined in the committing phase. The opening phase traditionally
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consists of the sender simply sending the receiver the vaileommitted to, as
well as the random coinsit used. The receiver accepts the opening ibthe
messages it received during the committing phase are produced by running the
honest sender algorithm on inpuaind the random tape

Commitment schemes come in two different flavqusrfectly-bindingand
perfectly-hiding

PERFECTFBINDING. In a perfectly-binding commitments, the binding property
holds against unbounded adversaries, while the hiding property only holds against
computationally bounded adversaries. Loosely speaking, the perfectly-binding
property asserts that the transcript of the interaction fully determines the value
committed to by the sender. The computational-hiding property guarantees that
commitments to any two different values are computationally indistinguishable;
actually, in most applications (and in particular for the construction of zero-
knowledge proofs) we require that the indistinguishability of commitments
holds even when the distinguisher receives an auxiliary “advice” string (this is
sometimes called non-uniform computational hiding).

For simplicity, we present a definition of a commitment scheme for enabling
a sender to commit to singlebit.

Definition 7 (Perfectly-binding commitment)A perfectly-binding bit commit-
ment scheme is a pair of probabilistic polynomial-time interactive machines
(S, R) satisfying the following properties:

e Perfect Binding:For all 1, ro,r" € {0,1}*,n € N it holds that

VIEW2[Sy, (1",0) < R,./(1")] # VIEW2[S,, (1",1) < R/ (1")]

e Computational Hiding: For every probabilistic polynomial-time ITMR’
the following ensembles are computationally indistinguishable dver

_ {V|Ew2[S.(1”,0) < R,(1", Z)]}neNze{O 1}

— SVIEW3[S. (17,1 R,(1™, }

{vewsis.om o Ry
Above, the variable: is a parameter determining the security of the commitment
scheme.

PERFECTFHIDING. In perfectly-hiding commitments, the hiding property holds
against unbounded adversaries, while the binding property only holds against
computationally bounded adversaries. Loosely speaking, the perfectly-hiding
property asserts that commitments to any two different values are identically
distributed. The computational-binding property guarantees that no polynomial
time adversary algorithm is able to construct a commitment that can be opened
in two different ways; again, for our applications, we actually require that the
binding property holds also when providing the adversary with an “advice” string
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(this property is sometimes called non-uniform computational binding). We omit
a formal definition of perfectly-hiding commitments and refer the reade29p [

STATISTICAL BINDING/HIDING. We mention that it is often convenient to relax
the perfectly-binding or the perfectly-hiding properties to only statistical binding
or hiding. Loosely speaking, th&tatistical-bindingproperty asserts that with
overwhelming probability (instead of probability 1) over the coin-tosses of the
receiver, the transcript of the interaction fully determines the committed value.
The statistical-hiding property asserts that commitments to any two different
values are statistically close (i.e., have negligible statistical difference, instead
of being identically distributed).

EXISTENCE OF COMMITMENT SCHEMES. Non-interactive perfectly-binding
commitment schemes can be constructed using any 1-1 one-way function (see
Section 4.4.1 0f29]). Allowing some minimal interaction (in which the receiver

first sends a single message), statistically-binding commitment schemes can be
obtained from any one-way functiorb(, 40]. Perfectly-hiding commitment
schemes can be constructed from any one-way permutaditin [However,
constant-roundschemes are only known to exist under stronger assumptions;
specifically, assuming the existence of a collection of certified clawfree permu-
tations B0] (see also 29, Section 4.8.2.3). Constant-round statistically-hiding
commitments can be constructed under the potentially weaker assumption of
collision-resistant hash functionq, 39].






Classical Work on Zero
Knowledge

3.1 Classical Zero Knowledge Notions

3.1.1 Zero Knowledge

We recall the standard definition &fiC proofs. Loosely speaking, an interactive
proof is said to bezero-knowledgéZK) if a verifier V' learns nothing beyond
the validity of the assertion being proved, it could not have generated on its
own. As “feasible” computation in general is defined though the notion of
probabilistic polynomial-time, this notion is formalized by requiring that the
output of every (possibly malicious) verifier interacting with the honest préver
can be “simulated” by a probabilistic expected polynomial-time machKitek.a.
the simulato). The idea behind this definition is that whatewét might have
learned from interacting witl#, he could have learned by himself by running the
simulators.

The notion ofZKC was introduced and formalized by Goldwasser, Micali and
Rackoff in [34, 35]. We present their definition belotv.

Definition 8 (ZK). Let L be a language itlVP, R, a witness relation fod.,

(P, V) an interactive proof (argument) system fobr We say that(P,V) is
perfect/statistical/computationa /C, if for every probabilistic polynomial-time
interactive machind’’ there exists a probabilistic algorith$i whose expected
running-time is polynomial in the length of its first input, such that the following

1The definition we present here appears in the journal ver&gof [34]. It differs from the
original definition of B4] in that “simulation” is required to hold also with respect to all auxiliary
“advice™stringz € {0,1}*, where bothV’* and S are allowed to obtain as auxiliary input. The
authors of B5] mention that this refinement was independently suggested by the &fleidi¢mpa
and Woll [59] and the authors.
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ensembles are identical/statistically close/computationally indistinguishable over
L.

° {VlEWQ[Po(x7y) A V./(H?, z)]}zeL yERL (x),2€{0,1}*

° {S.(a;,z)}

z€L,yeRL (z),z€{0,1}*

BLACK-BOX ZERO-KNOWLEDGE. One can consider a particularly “well-
behaved” type ofZK called black-boxZ/C. Most known Z/C protocols (with
the exception ofZ]) and all “practical’ Z protocols indeed satisfy this stronger
notion. Loosely speaking, an interactive proof is black-l&k if there exists a
(universal) simulatof that uses the verifidr’ as a black-box in order to perform
the simulation. More precisely (followin@f])

Definition 9 (Black-box ZK). Let (P,V) be an interactive proof (argument)
system for the language € NP with the witness relatio® ;. We say thatP, V')

is perfect/statistical/computational black-baXiC, if there exists a probabilistic
expected polynomial time oracle machisesuch that for every probabilistic
polynomial-time interactive maching’, the following two ensembles are identi-
cal/statistically close/computationally indistinguishable alver

. {VIEWQ[P.(:L',y) o V}’(%Z)]}

* { (.%' }mGL,yGRL(x),z,TE{O,I}*

At first sight the definition of black-boX KC might seems very restrictive: the
simulator is supposed to act as the prover, except that the simulator does not have
a witness, and is required to runs in polynomial-time! Note, however that the
simulator has an important advantage that the prover does not have — namely
that it canrewind and restart the verifier. Indeed, this seemingly small advantage
is sufficient to perform an efficient simulation, without knowing a witness.

zeL,yeRy (z),2,r€{0,1}*

KNOWLEDGE TIGHTNESS Goldreich, Micali and Wigdersor3[], and more
recently R9] proposes the notion of knowledge tightness as a refineme&kof
Knowledge tightness igimed at measuring the “actual securitgf a ZC proof
system, and is defined as the ratio between the expected running-time of the
simulator and the (worst-case) running-time of the verif&}.f More precisely,

2To be precise, the authors 1] define the tightness of zero-knowledge proof as the ratio
between the expected running-time $fand theexpectedrunning-time of V', where the latter
expectation is taken only over the random-coinsVaf and not over the messag®&s receives.
In other words, in the notation o8] the expected running-time df denotes thewvorst-case
expected running-time df’ in anyinteraction (i.e., an upper-bound on the expected running-time
of V that holds whelV is receiving all possible messages.) The definitior26f,[on the other hand,
defines the tightness as the ratio between the expected running-t#renadfan upper bound on the
running-time ofl” taken also over all possible random-tapes (as well as all possible messages). Note
that this difference is insubstantial as we without loss of generality can considedeteiyninistic
malicious verifiers that receive their random-coins as part of their auxiliary input.
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Definition 10. Lett : N — N be a function. We say that &/C proof for
L hasknowledge-tightness(-) if there exists a polynomiagh(-) such that for
every probabilistic polynomial-time verifidr’ there exists a simulatd$ (as in
Definition 8) such that for all sufficiently long: € L and everyz € {0,1}* we
have

EXp |STEPS;, (s )| — p(la])
TIME /(5 2)

< t(z)

whereTIMEy(, .y denotes an upper-bound on the running tim&bén common
inputx and auxiliary input: when receiving arbitrary messages.

Since black-box simulators only query the oracle they have access to an
(expected) polynomial number of times, it directly follows that black-EoK
protocols have polynomial knowledge tightness. Furthermore, many k&ié/n
protocols have constant knowledge tightness.

We emphasize, however, that the knowledge tightnesg/ofproof systems
only refers to the overhead of the simulator with respect tawbist-caseunning
time of the verifier. (Looking ahead, we will introduce notions that require
tightness with respect to either tlegpectedrunning-time of the verifier, or its
actualrunning-time.)

3.1.2 Witness Indistinguishability

The notion of Witness Indistinguishability¥Z) was introduced by Feige and
Shamir in R5 as a weaker alternative to zero-knowledge. Intuitively an
interactive proof of ao\"P relation, in which the prover uses one of several secret
witnesses i$V7 if the verifier can not tell what witness the prover has used.

Note thatWZ proofs of statements with multiple witnesses provide the
guarantee that the (whole) withess used by the prover is not revealed, as this
would breachVZ. Also note that/VZ provides no guarantees when considering
proofs of statements withsinglewitness, i.e., such proofs might reveal the whole
witness; as suchVZ is a significantly weaker property thafC. Nevertheless,
W proofs have proved very useful in the design of zero-knowledge protocols,
e.g., 6, 23, 55, 2.

We proceed to a formal definition (followin@9)),

Definition 11 (Witness Indistinguishability)Let (P, V') be an interactive proof
for the languagd. € NP, andR;, be a fixed witness relation fdr. We say that

(P, V) is WT for Ry, if for every probabilistic polynomial-time algorithivi’ and
every two sequenced’! = {wl},c; andW? = {w?},cy, such thatw!, w? €

Ry (z), the following two ensembles are computationally indistinguishable over
L.

o {VIEWQ[Po(anw;;) = Vi(z, Z)]}IGL 2e{0,1}*

° {VlEWQ[Po(xa w?z) A ‘/;/(.’E, Z)]}zeL z€{0,1}*
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We further say thatP, V) is statistically (perfectly)VZ for Ry, if the above
ensembles are statistically close (identically distributed) for every (possibly
unbounded) verifier”.

REMARK: Our definitions of statistical and perfegVZ indistinguishability is
slightly stronger than the standard ones in that we require indistinguishability
for all (possibly unbounded) verifiers, whereas standard definitions only quantify
over polynomial-time verifiers. We note however that all known constructions of
statistical (perfectyVZ proofs satisfy also our stronger notion.

3.1.3 Proofs of Knowledge

The notion of a proof of knowledge was intuitively introduced in the paper
by Goldwasser, Micali and Rackoff3f] and was formalized by Feige, Fiat
and Shamir 24] and Tompa and Woll49]. The definition was further refined
by Bellare and Goldreich6]. Loosely speaking, an interactive proof is a
proof of knowledge if the prover convinces the verifier thapdssessesor
canfeasibly computea witness for the statement proved. Again, as “feasible”
computation is defined through the notion of probabilistic polynomial-time, this
notion is formalized by requiring the existence girababilistic polynomial-time
“extractor’-machine that can, given the description of any (malicious) prover that
succeeds in convincing the honest verifier, readily compute a valid witness to the
statement proved.

We proceed to the actual definition of a proof of knowledge. Our definition
follows most closely that of Feig@p] (which in turn follows that of Tompa and
Woll [59]).

Definition 12 (Proof of knowledge)Let (P, V) be an interactive proof system
for the languagd.. We say that{ P, V') is aproof of knowledgdor the witness
relation Ry, for the languagéd. it there exists a probabilistic expected polynomial-
time machineFE (called extractor) and a negligible functierin) such that for
every probabilistic polynomial-time machin’, every statement € {0,1}",
every random tape € {0, 1}* and every auxiliary input € {0,1}*,

PrlouTy[Pl(z, 2) < Va(z)] = 1] < Pr[EF®2)(2) € R ()] + v(n)

CONSERVATIVE PROOFS OF KNOWLEDGE. Micali and Halevi propose a
strengthening of the definition of proofs of knowled@8][ Their motivation is

to provide a definition of proofs of knowledge which implies that éxpected
running-time of the extractor is polynomially related to tepectedrunning-

time of the prover in a real interaction with the honest verifier (this property is
called prover feasibility. They note that even an extractor that makes only a
polynomial number of queries to the prover could potentially “lure” the prover to
take exponentially many steps (by for instance feeding him some special queries)
whereas the prover would never (or almost never) take this many steps in a true
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interaction with a honest verifier. To circumvent this problem, they strengthen the
definition of a proof of knowledge by adding the requirement that the extractor
only feeds messages to the prover according tosmaedistribution as those
sent by the true verifier (this is calledvalid distribution). They show that

this additional restriction (which anyway is satisfied by all traditional extractors)
guarantees prover feasibility, i.e., that the expected running-time of the extraction
is polynomially related to the expected running-time of the prover in an interaction
with the honest verifier.

3.2 Classical Zero Knowledge Protocols

In this section we review some classical resultszia.

3.2.1 ZK proofs for all of NP
The Protocol of GMW

Goldreich, Micali and Wigderson demonstrate the generalitg &f by showing
that every language iV'’P has a zero-knowledge proof syste®i].

Theoreml ([31]). Assuming the existence of statistically binding commitments,
every language iZV’P has an (efficient-prover) computatior&k proof system.

They prove the above theorem by demonstrating/a proof system for
the N'P-language Graph Three-Coloring R&PH3CoL) — i.e., the language
consisting of graphs that can be colored using at most three colors. Since
GRAPH3CoL is N'P-Complete this proof system can be used for any language
L in NP — given an instance € L simply reducez to an instancer’ &
GRAPH3CoL and execute the&/C proof system for @APH3COL on common
inputz’. Their protocol is depicted in Figu 1

We provide a sketch of why this protocol is complete, sound and zero-
knowledge. Completeness follows directly, since when the prover commits to
a valid coloring, the verifier will always accepts. On the other hand, if the graph
is not 3-colorable, then any coloring that a malicious prover can commit to must
contain two adjacent vertices with the same colors. It follows that with probability
@, the verifier will pick this edge and the malicious prover will be caught. We
conclude that the protocol has soundness etrer IE% The soundness error
can then be decreased to become negligibly small by sequential repetition of the
protocol (i.e., by letting the Prover and Verifier engage in multiple consecutive
executions of the protocol.)

The zero-knowledge property intuitively follows from the fact that the verifier
only “sees” two random colors, which is something that he could have generated
himself. The actual proof of this seemingly simple statement turns out to be quite
subtle. We construct a black-box simulat®rthat given oracle access to any
malicious verifierV’ outputs a view that is indistinguishable from the view/df
in a true interaction with a provef proceeds as follows:
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ProToCcOLGMW-Graph3Col

Common Input: a directed graplid = (Vi, Eg), withn = |Vg|
Auxiliary Input for the prover : a 3-coloring ofG, ¢ = ¢, ¢1, .., ¢ € {1,2,3}.

P uniformly chooses a permutatiarover 1,2,3.

P — V: Commits ton(¢g), (1), .., 7(¢n). Lete,..,c, denote the resulting
commitments. using a statistically binding commitment scheme.

V — P: Uniformly selects an edde, j) € E¢.
P — V: Reveal commitments;, c;. Let ¢/, ¢;- denote the values decomitted to.

V accepts if and only if P correctly revealed ¢¢, ¢, and if ¢;, ¢; are different
colors.

Figure 3.1: GMW'sZK Proof for GRAPH3CoL

1. S uniformly picks a random edge, j) in the graph.

2. S then picks a coloring such that;, = 1 for all k # 4, j andc;, c; are two
random, but different, colors.

3. It commits toc¢ and feeds this commitment 10'.

4. If V' asks for the edgéi, j), S reveals the commitments and outputs the
generated view.

5. Otherwise,S restartsV’ and repeats the above procedure.

It follows, due to the hiding property of all unrevealed commitments, that when
S indeed is able to output a view, this view will be indistinguishable from the
view of a real interaction, Furthermore, it follows, again from the hiding property
of the commitments, that the probability tHdt picks the edgé€i, ;) is roughly

b%ﬂ' We conclude that the expected running-timeSfwill be poly(|Eq|).

%We warn the reader that a complete proof of the correctness of the above
simulation is significantly more complicated and requires overcoming several
subtle complications.)

The protocol of Blum

Blum subsequently provided A« proof system for they"P-Complete language
Hamiltonian-Cycle (M CYCLE) — i.e., the language consisting of all graphs
containing a Hamiltonian cyclel]. As this protocol will be used extensively in
this thesis we recall it in Figurg.2

The analysis of the protocol of Blum is very similar to that of the protocol
of GMW. The main advantage of this protocol is its strong soundness guarantee:
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ProTOCOLBlum-HCProof

Common Input: a graphG which is part of the languageA#1 CyCLE.
Auxiliary Input for Prover: a Hamilton cycle C in the grapff = (V, E).

V uniformly chooses a random permutationf the verticed” and commits
to the adjacency matrix of resulting permuted graph. ThaVisises
a statistically binding commitmentd@M to send arjV| x |V| matrix
of commitments so that thigr(¢), 7(j)) entry is a commitment to 1 i
(i,7) € E and is a commitment td otherwise.

V — P:auniformly chosen bit.
P—V:
1. If ¢ = 0, P sendsw, and also reveals the full matrix of

commitments sent.
2. If i = 1, P instead only reveals a cycle in the committed permuted
graph, i.e., only reveals the commitments to ent(e§), 7(j))
with (4, 7) € C.
V proceeds as follows.

1. If ¢ = 0itchecks thal properly decommits, and that the revealed
graph is isomorphic t6-, via .
2. If i =1, it checks thal properly decommits, that all the revealed
values are 1, and that the corresponding entries form a simple
cycle.

Figure 3.2: Blum'sZK Proof forN'P

The protocol resulting from only a single invocation of Blum’s protocol is a zero-
knowledge interactive proof with soundness error dnly (in contrast, recall that
a single invocation of GMW'’s protocols has soundness dnterﬁ).

3.2.2 ZK proofs for all of IP

Ben-Or, Goldreich, Goldwasser,astad, Kilian, Micali and Rogawayd] show
that the result of Goldreich, Micali and Wigderson can be extended to show the
following:

Theoren? ([9]). Every language i@P (i.e., every language that has an interactive
proof system) has a computatiorakC proof system.

We provide an outline of their proof. A fundamental result by Goldwasser and
Sipser B7] shows that any language having an interactive proof also has a public-
coin interactive proof. Thus, it is sufficient to show that any language having a
public-coin interactive proof system also ha€# proof. Given a public-coin
interactive proof systeriP, V') for a languagéd., we construct a (computational)



3.2.CLASSICAL ZERO KNOWLEDGE PROTOCOLS 39

Z proof system( Py, V5). (P, V3) is defined as follows. On input € L, P»
andV; proceed in two stages.

1. In the first stageP» andV, execute the original public-coin proof system
(P, V') on common input:, but with the exception that instead of sending
the messages aP in the clear, P, rather sendsommitmentgusing a
statistically binding commitment scheme) to these messages. Note that this
change does not affect the strategy/gfsincel” only sends random strings
as its messages.

2. In the second stageP, uses GMW's proof system to prove th€P-
statement that “the messages committed ta?pyin the first phase of the
protocol) would maké/ accept”. Note that is indeed akiP-statement,
since 1) the verifie#” only sends public-coins, and 2) is a polynomial-
time algorithm.

3.2.3 StatisticalZK Arguments for NP

Brassard, Chaum and Crepeall][ demonstrate the existence of merfect/
statistical ZK argumentfor A"P. In fact, it can be shown that if instantiating
the commitment schemed® in ProtocolsGMW-Graph3ColandBlum-HCwith

a perfectly-hiding (statistically-hiding) commitment scheme, then both protocols
are in fact a perfect (statisticaj}C arguments fo/V'P.

Theorem3 ([12]). Assuming the existence of perfectly/statistically hiding com-
mitments, every language NP has an (efficient-prover) perfect/statisticakC
argument system.

3.2.4 On the Existence of StatisticaEC Proofs

We have above presented two complimentary results. The result of Goldreich,
Micali and Wigderson (GMW) concerns interactigeoofs (as opposed to argu-
ments) satisfyingomputationakero-knowledge, whereas the result of Brassard,
Chaum and Crepeau (BCC) concerns the weaker notion of interactjuenents
while achieving the stronger notion glerfect/statisticalzero-knowledge. In
other words, the protocol of GMW is secure against an unbounded prover, but a
computationally bounded verifier, whereas the protocol of BCC is secure against
an unbounded verifier, but a computationally bounded prover.

It is unknown whether all of\'P has statisticalZ K proofs (i.e., protocols
that are secure against both unbounded provers and verifiers). Indeed, Aiello and
Hastad show that the existence of such a proof system would imply the collapse
of the Polynomial Hierarchy].

Nevertheless, although it is unlikely that all &fP has statisticalZ K proofs
several interesting languages (including for instaneéa@HNONIso mentioned
in Section2.2.3 which are not known to be ifP have statisticalZ/C proofs.
Furthermore, the class of languages having such proof systems, d&xited
has interesting complexity theoretic properties, including complete-problems, and
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closure under complemen®q]. We refer the interested reader to the thesis of
Vadhan for an extensive study of this top&®.

3.2.5 Round-efficiency of Zero-knowledge Proofs

Recall that the originaE K protocols for\/P of [31, 10, 12] require repeating an
atomic protocol sequentially (at least)times to obtain aZ/C proof (argument)

with soundness err@". As such, the round-complexity of these protocols grows

as a function of the soundness error: the smaller the error, the larger the number
of rounds.

More recent results by Feige and Sharm2i][and Goldreich and Kahar3(]
instead show how to obtagonstant-roundZ K protocols forA/P with negligible
soundness error. On a high-level (and over simplified), these protocols rely on
an appropriately adjustqghrallel repetition of the protocols ofj[L, 10, 12]. (We
mention that it is unknown whether the protocols obtained by a simple parallel
repetition of the protocols of3fl, 10, 12] are ZX.)

Theoren ([26]). Assuming the existence of constant-round perfectly-/statistically-
hiding commitments, every language NP has an constant-round (efficient-
prover) perfect/statisticaZ IC argument system.

Theorenb ([26]). Assuming the existence of one-way functions, every language
in AP has an constant-round (efficient-prover) computatiofial argument
system.

Theorem6 ([30]). Assuming the existence of constant-round statistically-hiding
commitments, every language NP has a constant-round (efficient-prover)
computationalZ KC proof system.






Capturing Knowledge in
Expectation

As previously mentioned, standard definitionsZK and proofs of knowledge
bound the knowledge of machine in terms of its Warst-caseunning-time. (As
discussed in Sectiod1.3the proof of knowledge definition of Micali and Halevi
is an exception to this.)

We here put forward natural extensions of these notions, aimed at bounding
the knowledge of a player in terms of gxpectedunning-time, or in terms of
higher-order momentsf its running-time.

Although these notions are considerably weaker than our precise notions of
zero knowledge and proofs of knowledge (which will be introduced in Chapter
5), they are already a significant strengthening of the traditional notions and are
interesting in their own right — the notion of expected precise zero-knowledge
guarantees that theverageamount of resources needed by a verifier to perform
some task is not significantly altered by the zero-knowledge proof; the notion of a
higher-moment precise zero-knowledge proof guarantees the same thing, even if
the computation-cost function (i.e., the cost per computation step) of the verifier
is non-linear.

As already mentioned, for the case of proofs of knowledge, the notion of a
conservative proof of knowledg&8§| also bounds the knowledge of a player in
terms of its expected running-time (but not in terms of higher-order moments of
it). Our definition is, however, quite different: The definition of Micali and Halevi
requires extraction to be performed iblack-boxmannet whereas our definition
makes no such restrictions; this makes our definition potentially more applicable.

'Furthermore, their definition puts additional restrictions on the nature of this black-box
extraction. In particular, they require that the extractor feeds the prover messages according to
the same distribution as the verifier.

42
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Furthermore, arguably our definition is simpler, and has a clearer “semantics” (in
particular, it easily extends to higher-order moments as well.)

In the context ofZ K proofs, to the best of our knowledge, our definition is the
first one to explicitly bound the knowledge of the verifier in terms of its expected
running-time.

4.1 Expected Precise Zero Knowledge

Definition 13 (Perfect Expected PrecisgX). Let L be a language iW'P, Ry,
a witness relation fod., (P, V) an interactive proof (argument) system fbr
andp : N x N — N a monotonically increasing function. We say th& V')
is perfect ZXC with expected precisiop if, for every probabilistic polynomial-
time ITM V’, there exists a probabilistic algoriththsuch that the following two
conditions holds:

1. The following two ensembles are identical:
a) {VIEWs[Pa(a,y) < Vi(,2)]}
b) {54(2,2)}

2. Forallx € L,z € {0,1}*,

J?EL,yERL(.T),ZE{OJ}*

zeL,yeRy (x),2€{0,1}*

EXp[STEP%.(:E,z)] < p(‘x’; Tx,z)

whereT, ., denotes the expected running-timelgfz, z) in an interaction
with P (z,y) for anyy € Rp(z).

We refer to an algorithn' as above as agxpected precise simulatar as a
simulator with expected precisign

COMPUTATIONAL/STATISTICAL ZK. We obtain the notion obtatistically/
computationally expected precisek by requiring that the two ensembles of
Condition 1 be statistically close/computationally indistinguishable éver

HIGHER-ORDER MOMENT PRECISION One can naturally generalize the above
definition to consider also higher-order moments (and not just the first-order
moment)? We obtain the notion of’'th moment preciseZk by exchanging
condition 2 in Definitionl3 for the following condition:

2'. Forallz € L,z € {0,1}*,

Exp[(STEPS, (z.2))] < p(lz|, T{))

[ Y 4
Wherengfg denotes the&’the moment of the running-time distribution of
VJ(z) in an interaction withP, (y) on common input: and anyy € Ry (x).

“Recall that the’th moment of a random variabl® is Exp[X‘].
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REMARK: Note that our definition of expected (higher-moment) pregiggonly
differs from the standard definition & /C in that we additionally require that
the expectation (higher-moment) of the running-time distribution of the simulator
(on inputs in the language) is “close” to the expectation (higher-moment) of the
running-time distribution of the verifier in true interactions with a prover.

4.2 Expected Precise Proofs of Knowledge

We present our definition of expected precise proofs of knowledge. Intuitively
we say that P, V) is a proof of knowledge with expected precisianf there for
every adversary prove?’ exists an extractok such that:

1. Given any joint-view(viewps, viewy ) of an execution betweeR’ and V'
on common input, it holds thatE on input only the viewiewp: outputs
a valid witness for: € L, if viewy is a view wheréd/ is accepting.

2. Given a random joint-viewviewps, viewy ) of an execution betweef’
and V' on common inpute it holds that theexpectedunning-time of £
on inputviewp: is smaller tharp(|z|,T") whereT denotes theexpected
running-time ofP’ in an interaction with// on common input:.

More precisely,

Definition 14 (Expected Precise Proof of Knowledgéet L be a language in
NP, Ry, awitness relation fof, (P, V') an interactive proof (argument) system
for L, andp : N x N — N a monotonically increasing function. We say that
(P, V) is aperfectly-sound proof of knowledgéth expected precisiop for the
witness relationR ., if for every probabilistic interactive machin, there exists

a probabilistic algorithnE such that the following conditions hold:

1. Forallz, z € {0,1}*,
Pr | (viewpr, viewy) « Pi(z,2) < Vi(x):

OUTy (viewy) = 1 A E(viewpr) ¢ Rr(z)| =0

2. Forallz,z € {0,1}*,
Exp[(viewp/,viewv) — <Pol(z)7 V'>(‘T) : STEP%.(UiewP/)] < p(|$’7Tx,z)

whereT), ., denote the expected running time Bf(z, z) in an interaction
with V4 (z).

We refer to an algorithnE as above as axtractor, or as anextractor with
expected precisiop.

STATISTICALLY /COMPUTATIONALLY SOUND PRECISE PROOFS OF KNOWA
EDGE. We obtain the notion of atatistically-sound expected precise proof of
knowledgéy exchanging condition 1 in Definitiadt¥ for the following condition:
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1’. There exists some negligible functign-) such that for everyr,z €

{0,137,

Pr | (viewpr, viewy) « Pl(z,2) < Ve(x) :

ouTy (viewy) = 1 A E(viewp:) ¢ Ri(2)| < p(z)

We obtain the notion of aomputationally-sound expected precise proof of knowl-
edgeby furthermore adding the restriction th&t is a probabilistic polynomial-
time machine.

HIGHER-ORDER MOMENT PRECISION We obtain the notion of'th moment
preciseproofs of knowledge by by exchanging condition 2 in Definitib®for
the following condition:

2. Forallz,z € {0,1}*,

Exp|(viewp:, viewy) < (Po(2),Va)(z) : (STEPSs, (viewp))'] <

p(l2], 7))
WhereT:,gfg denotes the’th moment of the running time distribution of
P(z, z) in an interaction with/, ().

REMARK: We provide a brief comparison with the definition of Halevi-Micali
[38]. As mentioned in Sectiof.1.3 the definition of B8] requires that extraction

is performed in a black-box way, and that the black-box extractor feeds the prover
messages according to tsamedistribution as the honest verifier3§] shows

that this restriction implies that the running-time of the extractor is polynomially
related to theexpectedunning-time of the prover in a true interaction with the
verifier. In our definition we make no such restrictions on the extractor. Instead,
we explicitly require a close relation between the (expected) running-time of the
extractor and the expected running-time of the prover.

4.3 Existence of Expected Precise Zero Knowledge

We show that “natural” black-box simulators have good expected precision. By
natural we mean black-box simulators that only feed the verifier messages that are
indistinguishablerom true prover messages. We use the word natural, since all
known black-box simulators indeed are of this type.

This result can be seen as a generalization (and strengthening) of the results
of Halevi and Micali, showing a corresponding result for proofs of knowledge,
if assuming that the distribution of the messages produced by the extractor is
identicalto the distribution of true verifier messages.

Our result is also related to a result by Katz and Linddl8][showing
that every proof system that has a certain strong type of natural simulator (in
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particular for which indistinguishability holds for super polynomial-time), is also
ZK for expectegolynomial-time verifiers (as opposed to strict polynomial-time
verifiers). Our results rely on proof techniques from both the above-mentioned
results.

We proceed to a formal definition oftural black-box simulatorsRecall that
a black-box simulator only has black-box access to the malicious ve¥ifiand
proceeds by feeding messagedtoand waiting to receive back answers, much
like a standard prover; furthermore the black-box simulator can rewind and restart
V', To simplify notation, we assume that a black-box simulator always feeds
(partial) views tol’’ containing all messagds’ has received from the beginning
of the protocol execution; this is called a query.

Definition15 (Natural Black-box Simulators).et (P, V') be ak-round black-box
ZK proof (argument) system for the langualyes NP with the witness relation
Ry, and letS denote its black-box simulator. We say titats a natural black-
box simulator if for every probabilistic polynomial-time interactive maching,
the following two ensembles, indexed byc L,y € Rp(z),z,r € {0,1}*,i €
[k(|z])],s € N, are computationally indistinguishable over

. {m’ew — VIEW3 [Py (,y) < V/(z,2)] : m’ew"}

o {m’ew < QUeTY (i )(j) |view| =1 : m’ew}
. T

wherequerysvrl(z,z (4) denotes thg’th (partial) view feed bysS,. to V/(z, z)

)
S (@)
(or L if S,, feeds less than queries toV/(x, 2)), view® denotes the partial view
consisting of the first rounds in the viewiew, and|view| denotes the number
of communication rounds in the partial viewew.

REMARK: Our definition of a “natural” simulator is similar to the definition of

a poly-strong black-box simulator of Katz and Linde#fJ (which is a special-

case of their notion of an-strong simulator). Indeed, both definitions capture
the intuitive requirement that the simulator should feeds its oracle messages that
are indistinguishable from real prover messages. We mention, however, that our
definition is somewhat different and significantely simpler than tha#gff (this

is of course due to the different nature of the applications of it).

Lemmal. Let S be a natural black-box simulator for the perfect/statistical/
computationalZ KC proof systems P, V') for L with witness relatiorR;.. If S has
expected running-timg; (n) and makes in expectatign(n) number of queries
to its oracle, then there exists a negligible functidm) such thatS has expected
precisionp(n, t) = p1(n) + p2(n)t + u(n).

Proof: Consider any probabilistic polynomial-time adversary verifiér Fix
genericx € L,w € Ry (z),z,r € {0,1}*. LetE"}e,“l denote the expected running
time of V/(z, z) in an interaction withP, (x, w). We start by noting that it follows
(by the linearity of expectations) that the expected running-timg ofcluding
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the steps ot is p1(n) plus the expected running-time BY in the queries posed
by S. We proceed to bound the latter quantity, which we b};ﬁm To simplify
notation, we let

qe(j) = query SV )(j)

Let R denote an upper-bound on the number of random coins used by
S7 @ (2)(5). Then,

Eiim — 2R 3 Z [STEPS// (gr(j } ZEXP[STEPSV’(Q-( ))} (4.1)

re{0,1}% J J

Expanding the above expression, we get

B _ Z Zpr (0] = ] Bxp [0 au) | o] = = sTEPSH ()]

We bound the second factor

Exp[v — qe(J) ‘ lv| =1 : STEPS//(U)] =

iPr [v — qe(4) ‘ lv| =14 : STEPS/(v) > t]

T|MEV,(|1:\)

Z Pr [U<—q. ‘|U\—z : STEPS/ (v )>t}

Since S is a natural black-box simulator, and sinsgeEPS, is efficiently
computable (since it is bounded bymEey(n), which in turned is bounded by
a polynomial) it follows that there exists a negligible functjof) such that for
allt < TIMEy/(|z])

’Pr [v — qe(7) ‘ |v| =4 : STEPS»(v) > t} —
Pr [v — VIEW[Py(2,y) « V/(z,2)] : STEPS(v°) ”
)

SinceTIMEy(n) is polynomial inn, it holds that there exist some other negligible
function/(n) such that

< p(|z

TIMEy (J])
Z Pr{v%q. ’]v—z:STEPS//()>t}
TIMEy/ (J])

Z Pr {v — VIEWs[Py(z,y) < V!(z,2)] : STEPS~(v') > t} <

TIME -/ (|x])

Y ullal) = p'(z))

t
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In other words,

Exp[v —qe(j) | |v| =1 : STEPS//(U)} -
Exp|v < VIEW3[Py(x,y) <« V! (z,2)] : STEPS//(vi)} <
w(|2])

SinceV”’s running time in a partial view is smaller or equal to its running-time in
a full view, we get

Exp|v — u(j) | [o] =i : sTEPS/(v)] <
Exp |v « VIEW3[Pe(z,y) « V/(z,2)] : STEPS//(U)] +u/(|z]) <
B+ i (|])

Plugging this in to equatiod.1we get

oo k(|z])

B < Z > Pr [lga ()] = 1] (Bge! + ' (2])) =

oo k(lz|)
(B + () D2 D Pr{lae(@)] =] =
i

(0 60) S0 ) 2.

Letting #¢,» denote the number of queries madedto V,(z, z) in an execution
of SXT @2)(2)(4), and continuing,

ESm < (E’”e“l + u’(\l‘l)) ipr [#q‘ 2 j] -
J

(Bt + (o)) Bxpl#tas) =
(Bt + 1 (1)) pa(al) =
pa(al B + ([

where p”'(n) is a negligible function. We conclude that the total combined
expected running-time &f andV” is

pr(l]) + p2(le) B + 1 ()
|

REMARK: Using an argument of3B], we note that the lemma cannot be
strengthened to consideidl black-box simulators: Simply consider a verifier
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V' that always performs a small amount of computation, except upon receiving
a particular message (which the honest prover only sends with exponentially
small probability); upon receiving this special message it instead performs a “very
large” amount of computation. Now, consider a simulatothat alwaysfeeds

its oracle the queryn. The running-time of the simulator is thus always large,
whereas the expected time of the verifier is small.

By observing that the simulators 1, 27, 30, 9] are natural, we directly
get:

Theorem?7. Assume the existence of one-way functions. Then, there exists a
polynomialp(n, t) such that:

1. Every language iot\P has an (efficient-prover) computation&kC proof
with expected precisiop(n, t).

2. Every language VP has an (efficient-prover) constant-round computa-
tional Z/C argument with expected precisiptn, t).

3. Every language irZP has a computationaEBK interactive proof with
expected precisiop(n, t).

Theoren8. Assume the existence of constant-round statistically (perfectly) hiding
commitments. Then, there exists a polynomial, t) such that:

1. Every language ioVP has an (efficient-prover) constant-round computa-
tional ZKC proof with expected precision(n, t).

2. Every language inV'P has an (efficient-prover) constant-round statistical
(perfect)ZC proof with expected precisiop(n, t).

EXISTENCE OF ZK WITH HIGHER-ORDER MOMENT PRECISION We show
that naturalstrict polynomial-time black-box simulators (i.e., simulators whose
running-time is polynomially-bounded in the worst-case, and not in expectation)
guaranteeZ K also withm’'th moment precision forn € N. By natural we here
mean a strict polynomial-time simulator having the following properties: 1) there
exists a round-functionound,, () such that on input a statement {0, 1}", the

j'th query of the simulator is always a partial transcript contairirground,, (j)
rounds, and 2) each such query is indistinguishable fromrannd transcript of

an interaction between the honest prover and the verifier. More precisely,

Definition 16 (Natural Strict Black-box Simulators) et (P, V) be ak-round
black-box ZK proof (argument) system for the languaiec NP with the
witness relationR;, and letS denote its black-box simulator. We say that
S is a natural strict black-box simulatorif S is a probabilistic polynomial-
time machine, and there exists a functieound,, : N — [k(n)], such that
for every probabilistic polynomial-time interactive machif@, the following
two ensembles, indexed by € L,y € Rp(z),z,r € {0,1}*,j € N, are
computationally indistinguishable ovér
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. {m’ew — VIEW3 [Py (z,y) <« V!(z,2)] : viewmundlz\(j)}

. {m’ew < QUeTY (v )(j) : view}
. T

wherequerysv;(z,z) (7) denotes thg’th (partial) view feed bysS,. to V/(z, z)

(z)
(or L if S, feeds less thapi queries toV/(z, z)) andview’ denotes the partial
view consisting of the first rounds in the viewiew.

Lemma2. Let S be a natural strict black-box simulator for the perfect/statistical/
computationalZC proof systemg P, V') for L with witness relationR. If S

has running-time (n) and make®.(n) queries to its oracle, then there exists a
negligible functionu(n) such thatS hasm’th-moment precision

p(n.t) = (pa(m) +1) "t + (pa(n) +1) " pr(n)™ + (n)

Proof: Consider any probabilistic polynomial-time adversary verifiér Fix
generict € L,w € Rp(z),z,r € {0,1}*. LetM‘(/’,") denote then-order moment

of the running time distribution o¥F/(z, z) in an interaction withP, (z, w). Let

Mém) denote then'th-order moment of the running time distribution 8§(x, z).

As in the proof of lemmad, to simplify notation, we let
go(J) = Query v, (7)
By definition,

Mém) = Exp[(STEPSSYM%Z))m} <

p2(]z])

EXP[Uj —qe(j) : (Pl |z]) + Z STEPS/'(U]))m}

(We emphasize that in the above expression the queries, ... are generated
from the sameexecution ofS with a particular random tape. In other words,

ge(1), g (2), .. refer to the same execution 88" “) (z).)
By applying Hblders inequality and by the monotonicity of expectations, we
get

M <
p2(lz])

Ew@Hmﬁwmw+0*@WI+ZSW%W)F

pz(lxl)

<p1(|x\)m+Exp[ —qe(j) Y STEPS(v)™ D

J

(Pl +1)"

®Recall that Hblder's inequality states th3t \mlyz| < (X)) |y | )17 when1/p +
1/g = 1, which in particular means thg}_, |z:|)™ < (3, |zs|™) (>, )™ !
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By linearity of expectation, we get

mi™ <

2(]z])
(pz(]mD+1)m_1<p1(|$|)m+pz Exp|v; < a.(j) : STEPS/(1))"] )(4.2)

We next show, in the same way as in the proof of lemirthat there exists a
negligible functionu(n) such that

Exp |:Uj — qe(7) : STEPS//(vj)m}
< MY + ()
As in lemmal,

Exp [vj —qe(4) : STEPS//(vj)m} =

iPr [vj — qe(j) : STEPS/(vj)™ > t}

TIME ./ (|z])™
> Pr [vj — qo(j) : STEPS(v;)™ > t}
t

It follows, due to the natural simulation property 8f and due to the fact that
STEPS, is efficiently computable (since it is bounded bywEy(n), which in
turn is bounded by a polynomial), that there exists a negligible fungtion)
such that for alt < TIMEy/(|z|)™

Pr [vj — qe(j) : STEPS/(vj)™ > t]

Pr [v — VIEW3[Pa(,y) < V/(z,2)] : STEPS (v =10y > t} + i (|z])
<
Pr [v — VIEWs[Ps(z,y) < V/(,2)] : STEPS(v)™ > t} + i (|z])

Since TIMEy+(n)™ is a polynomial, we conclude that there exists a negligible
function u(n) such that

Exp |vj < qo(j) : STEPS(v;)™
<
TIME -/ (|z])™ -

w(|z|) + Z Pr {v — VIEW3[Py(z,y) < V) (2,2)] : STEPS/(v)™ > ¢
t

p(lal) + Exp[v — VIEws[P(z.y) = Vi(w. )] : STEPS(0)"]
<
MY + p|])
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Plugging this into equatios.2and continuing, we get

p2(lz()

M < (palal) +1)" - (orah™ + D 08 + i)

g@muD+QmM$”+@xmw+0 pi(lal)™ + ()

for some negligible functiop”. W

By observing that the strict polynomial-time simulators of the protocols of
[31, 12, 9] are natural, we directly get:

Theorem9. Assume the existence of one-way functions. Then, then for every
i € N, there exists a polynomialn, t) such that:

1. Every language inV'P has an (efficient-prover) computationg&lC proof
with 7'th moment precisiom(n, t).

2. Every language iTP has a computation& K interactive proof withi'th
moment precisiop(n, t).

Theorem10. Assume the existence of statistically (perfectly) hiding commit-
ments. Then, then for evelyc N, there exists a polynomial(n,t) such that
every language iWVP has an (efficient-prover) statistical (perfegt)C proof with

i'th moment precisiom(n, t).

We mention that whereas in the caseZf with expected precision we are
able to obtairconstant-roundorotocols, we do not know whether constant-round
protocols that are I with higher-moment precision can be constructed. We note
that it is unlikely that lemma& can be useful in the construction of such protocols,
as Barak and Lindellq] show that only languages iBPP have constant-round
ZC arguments witlstrict polynomial-time black-box simulators.

We furthermore mention that the simulators for the constant-round protocols
of Feige and Shamir2[7] and Goldreich and Kahar8{] do not have polynomial
second-moment precision: These simulators proceed by first running the mali-
cious verifier up until a certain round in the protocol. If the verifier has not aborted
in this first execution, they rewind the verifier and feed it new messages until they
get another execution where the verifier does not abort. Consider a verifier that
aborts with probabilityl — p. With probabilityp such simulators obtain in their
first execution a view in which the verifier does not abort. We conclude that the
second moment of their running-timedsleast

[e.e]
: — o@1) _oQ)
2 i—1
p) *(l=p) p=p—F =——
> 0 -p) .
Since the simulators should work for all verifiers of the above type, whes@n
arbitrary inverse polynomial, we conclude that the second moment of the running-
time of the simulators is not bounded by any fixed polynomial.






Capturing Knowledge Precisely

In this chapter we put forward our precise notions of zero knowledge and proofs
of knowledge. We also investigates properties of our new notions.

5.1 Precise Zero Knowledge

Definition 17 (Perfect Precis€K). Let L be a language iZWP, R, a witness
relation forL, (P, V') an interactive proof (argument) system forandp : N x

N x N — N a monotonically increasing function. We say th&t V') is perfect
ZK with precisionp if, for every ITM V’, there exists a probabilistic algorithm
S such that the following two conditions holds:

1. The following two ensembles are identical:
a) {VIEWQ[P-(:v,y) © V.’(w,Z)]}
b) {S.(x, z)}

2. Foreveryr € L, everyz € {0,1}*, and every sufficiently long € {0, 1}*,
STEPSST(:L’,z) < p(‘$|7 STEPS/’(ST (:L'a Z))

z€L,yeR (x),z€{0,1}*

z€L,yeR (x),z€{0,1}*

We refer to an algorithny as above as precise simulatgror as asimulator
with precisionp. If p(n,t) is a polynomial (a linear function) ionly ¢ , we say
that(P, V') has polynomial (linear) precision.

COMPUTATIONAL/STATISTICAL ZK. We obtain the notion oftatistically
precise ZK by requiring that the two ensembles of Condition 1 be statistically
close overL.. We obtain the notion of aomputationally preciseZC by further-
more adding the restriction th&t’ is a probabilistic polynomial-time machine,
and by requiring that the two ensembles of Condition 1 are computationally
indistinguishable over..

54
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REMARKS:

1. Note that in the case of computationally preciB& our definition only
differs from the standard definition &/ in that we additionally require
that the actual running-time of the simulator is “close” to the actual running-
time of the verifier in a true interactions with a prover.

In the case of perfectly and statistically preci8&, our definition addi-
tionally differs in that we require simulation afl malicious verifiers (even
those having an unbounded running time). By contrast, perfect/statistical
ZK in the standard sense only calls for polynomial-time verifiers to be
simulatable (though, for classical examples of perfect/statisfi&aproofs,

all verifiers can actually be simulatetl).

2. Note that every perfect/statistical/computatio®dl proof system(P, V')
with polynomial precision is a perfect/statistical/computatiofal proof
system in the standard serfs@he converse, however, mapt be true —
for every fixed polynomiap there might exist a verifier having a worst-
case (or even expected) runnning-time that exceeby far, but whose
actual running time is small a substantial amount of the time. Consider,
for instance, a verifiel/’ that with probability ;3; takesn® steps, and
otherwisen steps. The expected running-time ©f is thus Q(n%0);
we conclude that even a simulator with optimal expected precision could
potentially alwaystake 2(n°?) steps, wherea®” almost always takes
steps. In fact, even a simulator with optimal higher-moment precision might
always take(n%°) steps.

3. One might consider weakening Condition 2 by requiring that it holds only
for most (rather than all) tapesof S. However, under such a relaxation,
perfectZC with polynomial precision would no longer imply perfect (nor
statistical, or computational') ZK in the standard sense. Consider a
simulatorsS that runs in fixed polynomial time, except for a fractidn®! of
its random tapes, where it always talosd” steps. Such af would runin
expected exponential time, but still satisfy polynomial precision under the
above relaxation of Condition 2.

4. A seemingly stronger definition would be to require the existence of a
universalprecise simulator which works for all verifiers (assuming that it
also gets the code of the verifier). Interestingly, in the case of perfectly
and statistically precis&C this alternative formulation is equivalent to
our definition. This follows from the fact that it is sufficient to describe
a precise simulator for the Universal Turing Machine that runs the code
it receives as its auxiliary input. Note that the same argument does
not go through for computationally precisgC (nor the standard notion

This is not a new observation. Indeed, the definition of statistilzadk-boxzero-knowledge
of [60Q] calls for simulation of also unbounded verifiers.
2Indeed, even with respect to strict polynomial time simulators.
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of ZK): as the Universal Turing Machine is not a polynomial-time
machine, computationally precise/C (or standardZX’) does not require
the existence of a simulator for it.

5.2 Properties of Precise ZK

5.2.1 Preserving Running-time Distribution

Whereas the notion of knowledge-tighiC (see Definitior8.1.1) guarantees that
the (expected) running-time of the simulator is closely related tohist-case
running-time of the adversarial verifier, we here show that the notion of precise
ZK guarantees that the actual running-time distribution of the verifier is respected
by the simulator. Note that this is stronger than our requirement of expected
preciseZ/C, which only guarantees that the simulator’s expected running-time
respects the expected running-time of the verifier. (In fact, as we show below,
preciseZ K also impliesi'th moment ¢ € N) precision.)

We proceed to a formal treatment. The following proposition shows that
the cumulative probability distribution function (cdf) of the running-time of the
simulator respects the cdf of the running-time of the adversary verifier.

Proposition 1. Let L be a language inW'P, R; a witness relation forL,
p : N x N — N a monotonically increasing function, ané’, V') a statistical
(computational resp.E K argument system faok with precisionp. Let V' be an
arbitrary (polynomial-time resp.) probabilistic machine andddie the precise
simulator forV’. Then there exists a negligible functigrin), such that for all
x € L,y € Rr(x) all z € {0,1}*, it holds that for every € N:

Fy(t) < Fs(p(|z],1)) + pu(]z])
where
Fy:(t) = Pr |v < VIEW3 [P (z,y) < V)(z,2)] : STEPS/(v) <t

and
Fs(t) = Pr [STEPS;, (5.) < 't

Proof: Suppose for contradiction that there exists a (polynomial-time in the case
of computationalZC, and arbitrary otherwise) verifiéf” and a polynomia(n)
such that for infinitely many: € L there existy € Rp(x),z € {0,1}*,t € N

such that: )
Fy:(t) > Fs(p(|=|,t)) + 92D

where S is a precise simulator fov’. Towards the goal of contradicting the
precise simulation requirement 6f consider a generig, y, z, t for which this
happens. Consider the distinguistiedefined as follows:

e D on input a viewv outputs 1 if and only iSTEPS/(v) < TIMEy/(|z|)
andsTeEPS/(v) < t.
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First, note that ifl’” is polynomial-time, then so i®. It follows directly from
the construction ofD that D on input a random view «— VIEW3[P(x,y) <
VJ(x, z)] output 1 with probabilityFy - (t). Secondly, if follows from the precise
“reconstruction” requirement of (i.e., that the actual number of steps used by
S to output a view is at mosi(|x|,t) wheret is the running-time of”’ in the
view output byS) that D on input a random view «— S,(z, z) outputs 1 with
probability smaller or equal toF's(p(|x|,t)). We conclude thaD distinguishes
the output ofS, (z, z) from the view ofV'(z, z) in a real execution withP(x, y),
with probability at Ieastg(ﬁ—z‘), which contradicts the fact thatis a valid simulator

forV. B
By using exactly the same proof we also get:

Proposition 2. Let L be a language inZW'P, Ry a witness relation forL,
p : N x N — N a monotonically increasing function, arfé’, V') a statistical
(computational resp.E K argument system fak with precisionp. Let V' be an
arbitrary (polynomial-time resp.) probabilistic machine andddie the precise
simulator forV’. Then there exists a negligible functigrin), such that for all
x € L,y € Rr(x) all z € {0,1}*, it holds that for every € N:

Fy:(t) > Fs(p(|z], ) + p(|x])
where
Fyi(t) = Pr [v — VIEW3 [Py (z,y) < VJ(z,2)] : STEPS/(v) >t

and

Fs(t) =Pr [STEPSS.(W) >t

PRESERVING HIGHERORDER MOMENTS In the sequel of the thesis we will
mainly be interested in precision functions of the foptm,t) = p'(n)t (in
particular all our construction have such precision). As a corollary to Proposition
2 we directly get that for all protocols that ag&C with precisionp(n, t) = p/(n)t,

it holds that for all probabilistipolynomial-timeverifiersV’, the:'th moment of

the running-time distribution of the simulator f&F is at mostp,(n)? times the

i'th moment of the running-time distribution &f’ in a real interaction with the
prover.

Corollary 1. Let (P, V) be a perfect/computational/statistical/C proof (or
argument) for the language with witness relationk;,, and precisiorp(n,t) =
p'(n)t, wherep'(n) is a monotonically increasing function. Then there exists
a negligible functiony such that(P,V) is ZK with 'th moment precision
p(n) = (¥'(n))'t + p(n).

Proof: Consider any probabilistic polynomial-time ITM’ and its corresponding
simulatorS. For anyz € L, z € {0,1}*, let M‘(}? (x, z) denote the’th moment

of the running-time distribution of/(z, z) in an interaction withP,(z,y) for
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anyy € Rp(x), and IetMg) (x, z) denote the’th moment of the running-time
distribution of S, (x, z). We start by noting that

MO (g, 2) =
ZPr {v — VIEW[Py(x,y) < V/(x,2) : (STEPS/(v))" > t} =

TIME -/ (|z])* '
> Pr {v — VIEW[P,(z,y) < V/(x,2) : (STEPS/(v))" > t} =
t
TIME -/ (|])* .
Z Pr [U — VIEW[Ps(z,y) < V/(z,2) : (STEPS(v)) > tl/l}
t

By applying Propositior2 we get that there exists some negligible functidfm)
such that

TIME / (|z])*

o <5 ([T 0] i)
t
i TIME v/ (|])? STEPS, (0. y
pllal) - TmEy (2 + Y (Pr[Wzt 1)
t

Since V' is a polynomial-time machine, there thus exists a negligible function
p'(n) such that

TIME -/ (|2])*

i STEPS, (4. ;
MO (@,2) <p(a)+ Y, Pr [Wf))zw]
t
TIME / (|z])* (STEPSS i
’ .(z,z))
= /(|z]) + Pr|—— 2@ 54| o
D+ X [
1 TIME -/ (|z])®
"(Jz]) + — Pr|Se(z,2)! > t| =
W)+ ey 2 [Sa(@,2)" 2 ¢]
M (z,2)
———— 4 (|z
e D

|
5.2.2 Composition of Precise

SEQUENTIAL CoMpPOSITION. Whereas the standard definition 8fC only talks
about asingleexecution between a prover and a verifier, Goldreich and C&gn |
have shown that the standard definitionf (see DefinitiorB) in fact is closed
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under sequential composition. That is, sequential repetitions K gprotocol
results in a new protocol that still remaigsC.

We observe that the exactly the same proof as was used by Goldreich and Oren
[32] can by used to show that the protocol resulting from sequentially repeating a
preciseZK also is precise £ K proof (albeit with slightly worse precision).

Lemma3 (Sequential Composition Theorenbet (P, V') be a perfect/statistical/
computational ZX with precisionp interactive proof (or argument) for the
languagel € N'P. LetQ(n) be a polynomial, and l€tPy, V) be an interactive
proof (argument) that on common inpute {0,1}" proceeds inQ(n) phases,
each on them consisting of an execution of the interactive pf@b1’) on
common inputz (each time with independent random coins). ThEp, V) is an
perfect/statistical/computationdlC interactive proof (argument) with precision

pQ(n,t) = O(Q(n)p(n, t))

PARALLEL CoMPOSITION. Goldreich and KrawczykJQ] (see also Feige and
Shamir P6]) show that the standard notion &f/C is not closed undeparallel
repetitions. More precisely, they show that there ex&fS proofs, that have
the property that a malicious verifier participating in 2 parallel (i.e., simultaneous
and synchronized) executions of the same protocol in fact can recover the whole
witness to the statement proved.

We observe that the protocol of Feige and Shamir, when instantiated with the
corresponding precis€/C protocols (as we construct in Chap®rsuffices to
show that also the notion of preciggC is not closed under parallel repetition.

5.3 Precise Proofs of Knowledge

We define our notion of a precise proof of knowledge. Intuitively we say that
(P, V) is a proof of knowledge with precisign if there for every adversary prover
P’ exists an extractoE such that:

1. Given any joint-view(viewps, viewy ) of an execution betweeR’ andV
on common input, it holds thatE on input only the viewiewp: outputs
a valid witness for: € L, if viewy is a view wheréd/ is accepting.

2. Given any viewview ps containing a proof of the statementit furthermore
holds that thevorst-caseunning-time ofE on inputviewp: is smaller than
p(|z|, t) wheret denotes thactualrunning-time ofP’ in the viewviewp:.

More precisely,

Definition 18 (Precise Proof of Knowledge) et L be a language ivP, R, a
witness relation fot, (P, V') an interactive proof (argument) system forand
p: N x N — N a monotonically increasing function. We say tti& V') is
a perfectly-sound proof of knowledgeéth precisionp for the witness relation
Ry, if for every probabilistic interactive maching’, there exists a probabilistic
algorithm £ such that the following conditions hold:
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1. For everyr, z € {0, 1}*,

Pr | (viewpr, viewy) « Pi(z,2) < Vi(x):

oUTy (viewy) = 1 A E(viewpr) ¢ Rr(z)| =0

2. For every viewviewpr which contains the view of a proof of the statement
x and every sufficiently long € {0, 1}* it holds that

STEP%‘,,-(viewP/) < p("ﬂ? STEPS> (’UiewP’))

We refer to an algorithnk’ as above as precise extractaror as arextractor
with precisionp.

STATISTICALLY /COMPUTATIONALLY SOUND PRECISE PROOFS OF KNOWA
EDGE. As in the case of statistically-sound expected proofs of knowledge,
we obtain the notion of astatistically-sound precise proof of knowledbg
exchanging condition 1 in Definitiob8 for the following condition:

1’. There exists some negligible functign-) such that for everyr,z €

{0,137,
Pr [(m’ewpl,viewv) — Pl(z,2) < Vo(x) :

OUTy (viewy) = 1 A E(viewpr) ¢ Rr(z)| < p(|z|)

We obtain the notion of @omputationally-sound precise proof of knowledge
by furthermore adding the restriction that is a probabilistic polynomial-time
machine.

5.4 Emulatable Precise Proofs of Knowledge

We present a somewhat different notion of a proof of knowledge, called a
emulatable precise proof of knowledge. This notion seems more suitable for many
cryptographic applications (and in particular ours). As we elaborate in Section
5.4.1this notion combines in a rather natural way the notions of pre€iseand
precise proofs of knowledge.

In essence, we require that given an alleged pr@¥eand an alleged input
x € L, (a) thejoint view of P’ and the honest verifieF on inputz, and (b) a
valid witness forz € L wheneverl’’s view is accepting, can be simultaneously
reconstructed in a time that is essentially identical to that take®bin the
reconstructed view.

We mention that although the definition of an emulatable precise proofs of
knowledge bears certain similarities with Lindell's definitiorvatness extended
emulation[44], it differs in several crucial ways, as will be discussed shortly.
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Definition 19 (Emulatable Precise Proof of Knowledgéet L be a language in
NP, Ry, awitness relation fof, (P, V') an interactive proof (argument) system
for L, andp : N x N — N a monotonically increasing function. We say that
(P, V) is aperfectly-sound emulatable proof of knowledgth precisionp for the
witness relatiorR, if for every probabilistic interactive machin/, there exists

a probabilistic algorithnr such that the following conditions hold:

1. The following two ensembles are identical

a) {Pi(@,2) = Vala) }

z,2€{0,1}*
b) {(m’ewp/,viewv,w) — Eo(z,2) : (viewp/,viewv)}
z,2€{0,1}*
2. For everyz, z € {0,1}*,
Pr [(viewp/,viewv, w) «— Eo(x,2) :
ouTy (viewy) = 1 A (z,w) ¢ RL} =0

3. For everyz,z € {0,1}*, and sufficiently longr € {0,1}*, given
(viewpr, viewy,w) = E,(z, z), it holds that

STEPS:, (s,2) < ([2], STEPS (viewp:))

We refer to an algorithnk’ as above as precise emulator-extractpor as an
emulator-extractor with precisiop.

STATISTICALLY /COMPUTATIONALLY SOUND EMULATABLE PRECISE PROOFS
OF KNOWLEDGE. We obtain the notion of statistically-sound emulatable precise

proof of knowledgéy exchanging condition 1 in Definitioh9 for the following
condition:

2'. There exists some negligible functign-) such that for everyr,z €
{0, 1},
Pr | (viewpr, viewy,w) «— FEo(x, z) :

ouTy (viewy ) = 1 A (z,w) ¢ R | < p(|z|)

We obtain the notion of aomputationally-sound emulatable precise proof

of knowledgeby furthermore adding the restriction th& is a probabilistic
polynomial-time machine.

REMARK: We note that, besides thmecise reconstructionequirement (which
is the principal difference), our definition differs also from that 44][in that
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the latter only requires reconstruction of the view of the Verifier. By requiring
reconstruction of the joint view of the Prover and the Verifier, we make it easier
to handle proofs of knowledge as a sub-protocol: Whenever, in a larger protocol,
algorithm A gives a proof of knowledge t& aboutz € L, we can syntactically
replace their views with the output of our extractor on inpdtand z, without
altering in any way their distributions. Furthermore, our extractor will return, on
the side, a valid witness far € L, whenever the view oB is accepting.

5.4.1 ZK for the Prover and Emulatable Proofs of Knowledge

In this section we show a natural relation between pregigg precise proofs

of knowledge and emulatable precise proofs of knowledge. More precisely, we
present a lemma showing that precise proofs of knowledge protocols that are
precise ZK for the Prover(i.e., the prover learns precisely nothing from the
verifier) are emulatable precise proofs of knowledge. This lemma will turn out
to be very useful to us since “natural” proofs of knowledge protocols (and in
particular the ones we consider) have the property of being pretiséor the
prover.

Definition 20 (PreciseZK for the Prover) Let (P,V) be an interactive proof
(argument) system and: N x N — N a monotonically increasing function. We
say that(P, V') is ZK for the proverwith precisionp if, for every ITM P’, there
exists a probabilistic algorithrfi such that the following two conditions holds:

1. The following two ensembles are identical:
a) {Pua(,2) = V(@) |
b) {Su(a,2)

x,2€{0,1}*

x,2€{0,1}*

2. For everyz, z € {0,1}*, and sufficiently long- € {0,1}*

STEPS;, (1..) < p(|2], STEPSe (view[S, (2, 2)])

REMARKS: We point out that the definition of “precis&k for the prover” differs
from the definition of “preciseZK” in that we require the simulator to output
the joint view of both the prover and verifier. Note that this difference becomes
insubstantial if we assume that the verifiérreveals all its random coins in the
last round — then the view df can be reconstructed from the view of tRéin

time that is proportional to the running time &f. Although this assumption is
without loss of generality, we prefer to present the definition of “pregigéfor

the prover” in its current form to emphasize the need for the simulator to output
also the view of the verifier.

Lemmad. Let (P, V') be a perfectly-sound (statistically-sound/computationally-
sound) proof of knowledge with precisiom (n,t) for the witness relation
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Rp. If (P, V) is ZK for the prover with precisioms(n,t), then (P, V) is a
perfectly-sound (statistically-sound/computationally-sound) emulatable proof of
knowledge with precisio®(1) - [p1(n, t) 4+ pa(n, t)] for the witness relatioiy, .

Proof: For a given provel’, consider the “precis€ K for the prover” simulator
S, and the extractoE. We construct an emulator-extracts for P’. E5 on input
x, 2’ proceeds as follows:

1. (viewps,viewy) < Se(x, 2).
2. w «— Eq(viewpr).
3. Output((viewpr, viewy ), w).

It directly follows from the validity ofS and E' that the output off; is correctly
distributed, and that its precision@(1) - [p1(n,t) + p2(n,t)]. R



Existence of Precise ZK

In this chapter we present our main results regarding the existence of pggCise
proof and arguments.

It should be appreciated that without any trusted set-up assumptions, none of
the known zero-knowledge protocols and simulators satisfy our precise simulation
requirement. In particular, in Sectidh5, we show that precise zero-knowledge
proofs systems withlack-box simulator®nly exists for “trivial” languages. (In
fact, our impossibility results is even stronger; we also rule out the possibility
of proof systems for languages BPP where the running time of the honest
verifier is significantly smaller than the time needed to decide the language.) Since
all classical protocols and simulators are black-box this result shows that none
of these simulators satisfies our preciB& requirements (even for the weakest
notion of computationally precisgK). It can furthermore be verified that also
knownnon-black-boxsimulator techniques (due to Bard})[are insufficient. We
provide more details on such simulations in sectioh.!

We however manage to prove the existence of Pregikeprotocols in a
variety of settings under standard complexity assumptions. Namely, we prove
the following.

Theorem: Assume the existencekdfn)-round statistically-hiding commitments.
Then, every language iN“P has:

1. anw(k(n))-round computationakl K proof with polynomial precision.

ery briefly, the reason why the non black-box simulator of BagjKdnd variants thereof)
is not precise arises from the fact that the simulator ahllayscommit to the whole auxiliary tape
of the verifier (which might be very long), while the verifier with high probability might read only
a very small portion of it. That is, the running time of the simulator will always be “large”, while
the verifier might run very fast with high probability. In fact, such a non-black box simulator is not
even sufficient to meet our notion of expected predde.

64
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2. anw(k(n)logn)-round computational K proof with linear precision.
3. ank(n) + w(1)-round statisticalZ K argument with polynomial precision.
4. ank(n) + w(logn)-round statisticalZ /C argument with linear precision.

Furthermore, every language [P has a computationaEC proof with linear
precision.

Theorem: Assume the existence of one-way functions. Then there exigt an
round computationalZC argument with polynomial precision for all languages
in N'P. There also exists ai(logn)-round computationaZC argument with
linear precision for all languages iNP.

We also prove that statistically preciggC proofs exist unconditionally for
some notable non-trivial languages. In particular,

Theorem: There exist anv(1)-round statistical ZXC proofs with polynomial
precision for Graph Non-isomorphism and Quadratic Non-residuosity. There also
existw(log n) rounds statisticalZC proofs with linear precision for Graph Non-
isomorphism and Quadratic Non-residuosity.

The last result can be generalized to provide statistically pre€iSeproofs
for a restricted version of the Statistical Difference problerSD%/2 [57, 48].
(The general, i.e., non-restricted, Statistical Difference problem is complete for
statisticalZ/C [57])

OUR NEW SIMULATION TECHNIQUE. To prove our positive results, while
avoiding our impossibility ones, we rely on a simulation tbatints the number

of stepstaken by a verifier, antimes outthe verifier when it runs for too long.
Notice that both these operations entail a non-black box simulation, even if in a
minimal sense.

On a very high level (and grotesquely oversimplified) the idea behind our
simulation technique is to let the simulatarn (in a very weak sense) the
running-time distribution of the verifier, and themploitit to perform a precise
simulation. The main obstacle that arises is that the “learning”-phase must be
done very efficiently, i.e., the simulator cannot take (much) more time than the
verifier it is sampling.

OVERVIEW. In Section6.1we provide an overview of our construction paradigm.
Sectionst.2, 6.3, 6.4 are devoted to the actual constructions. In Secdcfidnwe
demonstrate our black-box lower bounds.
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6.1 A Common Paradigm

Our constructions of precise (statistical or computatio) (proof/argument)
protocols (with polynomial or linear precision) essentially proceed in two steps:
first, we construct a witness-indistinguishabl&1) [25] precise proof of knowl-
edge, and then use it to yield a corresponding pregiseprotocol. All main
technical difficulties arise in the first step. The second one can sometimes be
obtained as easily as by replacing a standard proof of knowledge, in agfior
construction, with our precise one.

We actually obtain our precise proofs of knowledge in an essentially uniform
way. We start by showing some kéyowledge precision lemmadach such
lemma shows that #/Z proof of knowledge( P, V'), when repeated a sufficient
number of timesn, yields aWWZ preciseproof of knowledge, as long d%, V')
satisfiesspecial soundneg46].? (Different lemmas state that different number of
repetitions yield different levels of precision—the higher the number the better the
precision.) Following the original work of Richardson and Kilidb], (see also
[42, 54)), repetition of a special-sound proof of knowledge provides the extractor
the ability to compute a valid witness in polynomial time, even in a presence
of multiple concurrent executionsin our application, we do not have to worry
about concurrency, but must instead provide a much tighter running time for the
extractor: “polynomial time” is not good enough.

On a high-level our extractor proceeds as follows on input a view of the prover
P'. Initially, the extractor feeds the view #' and letsP’ run undisturbed (letting
him take as much time as he pleases) in each ofitlseb-protocols. While doing
this, the extractor keeps track of the number of computational dtépakes in
each of the sub protocols. Soon after, the extractor will attempt to compute a
witness by rewinding each of the sub-protocols dixed (i.e., independent of
the proverP’ and in particular its running time) number of times. Moreover, our
extractor aborts each such rewinding as soor”&s running time exceeds its
running time in the first execution tfiat very sub-protocol. When we succeed in
extracting a witness in this fashion, we automatically guarantee that the running
time of the extractor is close to that & in its first execution, and thus close
to the running-timeP’ on the view received as input. The added difficulty of
our approach, however, consists in proving that such constrained extraction will
essentially always succeed.

6.2 Knowledge Precision Lemmas

We provide four different “knowledge precision” lemmas showing how to trans-
form standard proof of knowledge protocols with certain specific features into
precise proofs of knowledge. All our transformations are very simple and follow

’Despite the name, the quite standard property that a valid witness can be readily
computed from any two executions having the same first message but different second
messages.
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the same paradigm: an “atomic” standard proof of knowledge (with specific
properties) is repeated sequentially an appropriate number of time.
More precisely, we show that,

1. w(1) sequential repetitions of, so calleshecial-soungbroofs of knowledge
constitute statistically-sound proofs of knowledge wpiblynomialpreci-
sion.

2. w(log n) sequential repetitions of, so calleghecial-sound proofs of knowl-
edge with linear extractioronstitute statistically-sound proofs of knowl-
edge withlinear precision.

3. w(1) sequential repetitions of, so calledpmputationally special-sound
proofs of knowledge constitute computationally-sound proofs of knowledge
with polynomialprecision.

4. w(logn) sequential repetitions of, so calledpmputationally special-sound
proofs of knowledge with linear extractioconstitute computationally-
sound proofs of knowledge wilinear precision.

We furthermore show tha¥VZ of the underlying atomic proof of knowledge
protocols is preserved under all of the above transformations (this follows easily
since the transformation only consists of sequential repetition of the underlying
protocol and sinc&V7 is closed under compositio29]).

Before we state our lemmas we start by formally specifying what we mean
by “sequential repetition”. Given a functiom, we say that then-sequential
repetition of(P, V) is an interactive proof systefiP, V) defined as follows: on
common inputz € {0,1}", (P,V) proceeds inn(n) phases, each on them
consisting of an execution of the interactive prddf 1) on common inputz
(each time with independent random coing). finally accepts ifl” accepted in
all m(n) executions of P, V).

6.2.1 Statistical Knowledge Precision Lemmas

We start by recalling the notion @&lpecial-soundoroofs [L6]. (Looking ahead,
we mention that the protocol of Blum is known to be special-sound.) Intuitively,
a three-round public-coin interactive proof is said to be special-sound, if a valid
witness to the statememtcan be readily computed from any two accepting proof-
transcripts ofc which have the same first message but different second messages.
More generally, &-round public-coin interactive proof is said to be special-sound
if the k—1'st round is a verifier-round(i.e., a round where the verifier is supposed
to send a message) and a valid witness to the staterant be readily computed
from any two accepting proof-transcripts @fwhich have the same firgt — 2
messages but differeht— 1'st message.

We proceed to a formal definition. We start by introducing some notation. Let
Ty = (mi,..,mi), Ty = (m3,..,m3) be transcripts of &-round protocol. We
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say thatT; andT, areconsistentf the first & — 2 messages are the same, but the
k — 1'st message is different, i.m} = m? for j <k —1landmi , #mi_,.

Let ACCEPT, denote the predicate that on input a statemeaid ak-round
transcript of messagés = mq, mo, .., m; outputs 1 if and only ifi” accepts in
that transcript (recall that our definition of public-coin protocols requires that the
verifier determines whether to accept or not by applying&erministigpredicate
to the transcript of all messages in the interaction. ).

Definition 21 (Special-sound Proof)et (P, V') be ak-round public-coin inter-
active proof for the languagé € NP with witness relation?;. We say that
the protocol(P, V) is special soundwith respect toR;, if the £ — 1'st-round

of (P, V) is a verifier-round and there exits a polynomial-time extractor machine
X, such that for all: € L and all consistent transcrip®, 75 it holds that if
ACCEPTy (x,T1) = 1, ACCEPTy (z,11) = 1 thenX (11,15, z) € Rr(x).

In the sequel we often employ the expressiamifier challenge(or simply
challengé to denote the message sent by the verifier inkthel’st round.

We will require the use of special-sound proofs for which extraction can be
performed “very” efficiently. We say thatP, V) is special-sound with linear
extraction if the predicateACCEPTy, can be computed in linear time (in its inputs
length) and the extractoX in definition21 has a linear running time.

REMARK: Note that every special-sound proof can be turned into a special-

sound proof with linear precision by “harmless” padding — the prover can always

prepend a “dummy” string to its first message. Furthermore, note that this padding
preserves properties such)a& of the original protocol.

It can be seen that all special-sound interactive proofs are proofs of knowledge
[16, 17]. We here show that appropriate sequential repetition of a special-sound
proof results in an precise proof of knowledge.

Linear precision usingw(logn) rounds

We show thatv(log n) sequential repetitions of a special-sound pnoith linear
extraction yields a statistically-sound proof of knowledge with linear precision.
More precisely, if assuming that a Turing machine can emulate another Turing
machine at no cost, then this extraction will take at ntsst poly(n) steps, on
input a view where the prover takesteps.

Lemméb (Statistical Knowledge Precision Lemma - Linear Precisite)} (P, 1)
be a special-sound proof system with linear extraction for the langhiagéth
witness relationRy. Let m(n) = w(logn), and let(P,V) denote them-
sequential repetition of P, V). Then (P,V) is a statistically-sound proof of
knowledge with linear precision, for the languagewith witness relationR;. .
If, furthermore(P, V) is (statistical/perfectyyZ, then(P, V) is so as well.

Proof: Let! = I(n) denote the length of the verifier challenge in an execution
of (P, V) on common inputz € {0,1}". We describe an extractd that uses
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"almost” black-box access to the malicious provet On a high-level,E on
input a viewwviewps of an execution on common inputperforms the following
two steps:

1. In the first stepF feeds the viewiewp: to P’ while recording the number
of computational steps required I8y to answer each query.

2. In the second stefy uses the running-time statistics collected in the first
step to attempt extracting a witness. This is done by rewindihg fixed
number of time$or each verifier challenge (in fact once will be sufficient),
but in each rewinding cutting the execution Bf wheneverP’ exceeds
the actual number of computational steps used Byto answer the same
challenge in the viewiewp:.

Note that both of the above step require a non-black box ug& ¢éven if in a
quite minimal sense). In particular, we use the cod@ofo learn the number of
computational steps th&’ uses to answer each challerige.

We proceed to a more formal descriptionfof E proceeds as follows on input
a viewviewp: of an execution on common input

1. E checks (by applying the predicatecepT) if the verifier V' rejects any
of them proofs in the viewiew’s. If so, it halts outputtingL.

2. Let(ry,ro,.., ) denote the verifier challenges in each of theequential
repetitions of the atomic protoc@P, V'), in theviewp:. E starts by feeding
the viewviewp: to P/, while at the same time keeping track of the number
of computational steps thd®’ requires to answer each challenge Let
t; denote the number of computational steps used@bto answer the'th
challenge (i.e., the challenggof thei’'th atomic protocol)

3. For each repetition € {1,..,m} of the atomic protocolE performs the
following extraction procedure.

a) E rewindsP’ to the point where th&th challenge is supposed to be
sent. (This results in the same state as if restarfthgnd feeding it
theviewp: up until the message is supposed to be sent.)

b) E feedsP’ a new truly random challengé < {0,1}!, and letsP’
run for at most; steps to compute an answer.

c) If an accepting answer has been obtained withirsteps, and if
the new challenge; is different fromr;, E computes a witness
by applying the special-soundness extractoto the two obtained
accepting transcripts (since now two consistent and accepting tran-
scripts of the atomic protocdlP, V'), have been obtained) and halts
outputtingw.

3As far as we know this is the first non black-box reduction that uses the code of the adversary
to actually “learn” something about the adversary. Previous non-black box reductiong]jofly
use the code of the adversary in order to “diagonalize” against it.
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4. If the extraction did not succeed in any of therepetitions of the atomic
protocol, E outputs.L.

RUNNING TIME OF E. Lett; denote the number of computational steps required
by P’ to provide an answer to the challenge in tfte atomic protocol, in the
view viewps. Furthermore, let denote the total running time @ in the same
view. Since for each atomic protocglE only rewindsP’ once, and this time cuts
the execution after; steps, it follows that attempted extraction fromsallatomic
protocols requires running”’ for at most

m
t+Zti§2t
=1

steps. Since we assume that emulation of a Turing Machine by another Turing
Machine can be done with only linear overhead, and since (by the special-
soundness with linear extraction property) both checking if a transcript is accept-
ing, and extracting a witness from two accepting transcripts, can be done it time
proportional to the length of the transcript, we conclude that the running time of
FE'is alinear function of.

SUCCESS PROBABILITY OFE. We show that the probability that the extraction
procedure fails, on input a uniformly chosen viewRf viewp,, of an execution
betweenP’(z) andV on common input: € {0,1}", is a negligible function im,
foranyz € {0,1}*.

Towards this goal we first analyze the probability that extraction fails for a
singe instance of the atomic protocol. We assume without loss of generality that
P’ is a deterministic machine (this is w.l.o.g. sin®é could always obtain its
random tape as part of its auxiliary inpgt

Consider any € [m]. We start by introducing some notation:

1. Given any viewviewpr, let view};, denote the prefix of the view up until
the point whereP’ is about to receive itsth challenge.

2. Given any viewviewpr, let steps(viewt,, a) denote the number of steps
P’ takes tocorrectly answer the’th challenge, when first feed the view
view’,,, and then the'th challengeu; if the answer byP’ is incorrect (i.e.,
if the proof is rejecting) we setteps(viewt,, a) = oo

Note that extraction (by¥, on input a viewview p:) from thei'th atomic protocol
only fails if either of the following happens, letting denote the’th challenge in
viewps, andr} the new challenge sent Wy:

1.r=r1!

)

2. steps(viewfgl,m) < steps(viewﬁau""é)
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We start by noting that only for a fraction

g =2
of challenges;, r, € {0,1}, it holds thatr; = r/. Secondly, note that for any
pair of challenges, b € {0,1}, a # b and any prefix view it holds that if
extraction fails whem; = a, !, = b, andview’,, = v, then extraction will succeed
whenr; = b,r} = a, andview:, = v. Thus, any pair of challenge&, b)
has a “companion” paifb, a) such that at most one of the pairs will result in a
failed extraction. Furthermore, any two pars b), (c, d) that are not each others
companion, haveisjoint companion pairs. We conclude that for any prefix view
v, the number of pairga,b) € {0,1}%, such that extraction succeeds-jf= a,
ri = bandviews, = v is

22l _ 21
2

It thus holds that the fraction of paifs, b) € {0,1}%, such extraction fails if
ri=a,r,=> andviewip, =vis

22l - (22[ o 21)/2 1 1
921 = 9 2

Since for any two pairga,b), (c,d) € {0,1}%, and any prefix viewv, the
probability (over a random input viewiewp: and the internal random coins of
E)thatr; = a, r, = b andview’,, = v (Wherer; denotes theé'th challenge in
viewps, andr; the new challenge sent k) is the same as the probability that
r; = ¢,r; = d, andview’,, = v we have that the probability that extraction fails

from the:'th executions is
1

-1
5 +2

We proceed to show that the overall failure probability of attempted extraction
from all executions € [m] is negligible. Note that by the definition ¢, V)
it holds that the distribution of théth challenger; sent byV is independent of
the messages sent By in prior executions. It also holds that the distribution of
the new challenge] sent byE is independent of all previously sent challenges,
as well as the view it receives. We conclude that the failure probability for any
execution: is independent of the failure probability of all other executions. Thus,
the overall failure probability is bounded by

(o) ()
2 — \4

WITNESSINDISTINGUISHABILITY. It follows directly from the fact thalVZ is
closed under sequential compositi@s[that (P', V') isWZ if (P,V)isso. N
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Polynomial precision usingw(1) rounds

We proceed to show that(1) sequential repetitions of a special-sound proof (with
negligible soundness error) yields a statistically-sound proof of knowledge with
precisionp(n,t) wherep is a polynomial in bothn and¢. More precisely, if
assuming that a Turing machine can emulate another Turing machine at no cost,
then this extraction will take at most + poly(n) steps on input a view where the
prover takes steps. If, furthermore, the special-sound proof has the property that
any prover is required to take at le&sf steps to make the verifier accept a proof

of z (e.g., it needs to communicate at lepstbits) it additionally holds that the
resulting protocol isZXC with polynomial precision.

Lemmab (Statistical Knowledge Precision Lemma - Polynomial Precisitue}
(P, V') be a special-sound proof system for the langubgeith witness relation
Rr. Letm(n) = w(1), and let(P, V) denote them-sequential repetition of
(P, V). Ifin the execution of P, V) on common input: the length of the verifier
challenge isv(log(|z|), andV always rejects unless it receives less tharbits
from the prover, ther{P, V) is a statistically-sound proof of knowledge with
polynomial precision, for the languadewith witness relatior? ;. If, furthermore
(P, V) is (statistical/perfectpy’Z, then(P, V) is so as well.

Proof: Let! = I(n) denote the length of the verifier challenge in an execution of
(P,V))oncommon input € {0, 1}". Again, we describe an extractbrthat uses
almost black-box access to the malicious prakér The extractor’” proceeds in
exactly the same way as the extractor in the proof of Lensmaith the only
exception that for each repetitiarof the atomic protoco{P, V'), E rewinds P’
n times (instead of only once) each time feeding it a new truly random challenge
9 for j e [n].

For convenience, we repeat a full descriptionfbf E' proceeds as follows on
input a viewviewps of an execution on common inpute {0, 1}".

r

1. F checks (by applying the predicataecePT) if the verifier V rejects any
of them proofs in the viewiew',. If so, it halts outputtingL.

2. Let(ry,rs,.., 7y ) denote the verifier challenges in each of theequential
repetitions of the atomic protoc@P, V'), in theviewp:. E starts by feeding
the viewviewp: to P’, while at the same time keeping track of the number
of computational steps that’ requires to answer each challenge Let
t; denote the number of computational steps use@®bto answer the’th
challenge (i.e., the challenggof thei'th atomic protocol)

3. For each repetitiori € {1,..,m} of the atomic protocolF iterates the
following extraction procedure times.

a) FE rewindsP’ to the point where thé&th challenge is supposed to be
sent.

b) In the j'th iteration, E feedsP’ a new truly random challengéj) &
{0,1}!, and letsP’ run for at most; steps to compute an answer.
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¢) If an accepting answer has been obtained withisteps, and if the
new challengerl(” is different fromr;, £ computes a witness
by applying the special-soundness extractoito the two obtained
accepting transcripts (since now two consistent and accepting tran-
scripts of the atomic protocdlP, V'), have been obtained) and halts
outputtingw.

4. If the extraction did not succeed in any of therepetitions of the atomic
protocol, E outputs.L.

RUNNING TIME OF E. Lett; denote the number of computational steps required
by P’ to provide an answer to the challenge in thie atomic protocol, in the view
viewps. Furthermore, let denote the total running time @ in the same view.
Since for each atomic protocgl E only rewindsP’ n times, and each time cuts
the execution aftet; steps, it follows that attempted extraction fromsallatomic
protocols requires running’ for at most

m
t+ > nti < (n+ 1)t

=1
steps. Since we assume that emulation of a Turing Machine by another Turing
Machine can be done with only linear overhead, and since both checking if a
transcript of(P, V') is accepting, and extracting a witness from two consistent
accepting transcripts ¢, V'), can be done it time that is polynomial to the length
of the transcript, we conclude that the running time:o§ at most

nt + poly(n)

Finally since P’ must communicate at least bits in order to convincd’ we
conclude that > n, and thus the running-time @ is a polynomial function of.

SUCCESS PROBABILITY OFE. We show that the probability that the extraction
procedure fails, on input a uniformly chosen viewRf viewp,, of an execution
betweenP’(z) andV on common input: € {0,1}", is a negligible function im,
foranyz € {0,1}*.

As in the proof of Lemm& it suffices to analyze the probability that extraction
fails for a singe instance of the atomic protocol. Again, we assume without loss
of generality that”’ is a deterministic machine.

Consider anyi € [m]|. We use the same notation as in the proof of Lemma
5: Given any viewviewp, let view’,, denote the prefix of the view up until the
point whereP’ is about to receive itsth challenge. Given any viewicwp:, let
steps(view'’s,, a) denote the number of step¥ takes to correctly answer thiigh
challenge, when first feed the viewew?,,, and then thé'th challengea.

Note that if extraction (byF, on input a viewviewp:) from thei'th atomic
protocol fails, then either of the following events must have happened (lefting

denote the@'th challenge inviewpr, andrgj) the j'th new challenge sent bg):
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1. r; = r7 for somej € [n]

2. steps(views,, ;) < Steps(view},,rf) forall j € [n]

We start by noting that the fraction distinctchallenges; € {0, 1}, (r},..,r?) €
{0,1}", is

ol 1 20—2 2l —p
g g =
1 2 n

A=) =g)...(1=-5)=

(-2 = (= =) =1 - un)

wherey is a negligible function im. In the sequel we therefore focus only on
distinct sets of challenges € {0, 1}, (r\"), .7 € {0,1}". We show that
extraction fails only for a fractio% of such challenges.

Towards this goals, we define an equivalence class over distinct sets of
challenges:

. <a, (aM), .., a(”))) and (b, (b, b("))> are said to be in the same class if

a=b,and(a, ... a(™) is a permutation ofp(), .., b(").

Note that for all challengeéa, (e, ..,a("))> and (b, (b, ., b(”))) which are
in the same class and any prefix vievit holds that if extraction fails (succeeds
resp.) whenr; = a,rgj) = aV) for j € [n], andviewl, = v, then extraction
also fails (succeeds resp.) when= b, rl(j) = bl for j € [n], andview?, = v.

We conclude that either all challenges a) that belong to a class will result in a
successful extraction, or all of them will result in a failed extraction. Furthermore,
note that the number of elements in every class is the same.

Now, note that for every claés<a, (aM), .., a(”))) and every prefix view
such extraction fails when; = a,7?) = o) for j € [n], andviewt, = wv,
there existsn other distinct classes for which extraction will succeed, namely
oW, (a,0?,.,a™)), (a®,(@W,q,..,a)),..., (a®, @V, ...a""D, a)).
(Note that all the above classes indeed are distinct since we only consider
challengess, (a1, .., a(™ that are all distinct.) Thus, every class hagcom-
panion” classes such that at most one of them will result in a failed extraction.

Furthermore, it holds that any two distinct classes that are not each others
companions havalisjoint companion classes; this follows from the fact if

two classes<a, (aM), .., a(”)> and (b, (b, ., b("))) have the same companion

(c, (c(l),..,c(”))), then the unordered sei, b™),..,b(™} must be equal to

“We slightly abuse of notation and denote the class by an element that belongs to it.
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the unordered sefa,a(V, ..,a(™}, which means that(a, (a(l),..,a(”)) and

(b, (b, ., b(”))> are each others companions.
We conclude that for any prefix view, the fraction of distinct challenges
a, (e, .., a™) for which extraction fails ifr; = a, r¥) = o) for j € [n] and
viewp, = v IS
1
n+1

This in turn means that the fraction of all challenges for which extraction fails

= (1-uo0) (1= 557) =

1 w(n) 1
- < —
1 g1 M) S g u(n)

is

As in the proof of lemmab, we conclude that the probability (over a random
input viewwviewpr and the internal random coins &) that extraction fails iri'th
execution

1
] + p(n)

Again, as in the proof of lemmf, this implies that the overall failure probability

is bounded by
1 m 2 w(1)
(7o) = (G5)

which is negligible imn.

WITNESSINDISTINGUISHABILITY. Asin the proof of lemmé& it directly follows
that(P', V') isWZif (P,V)isso. N

6.2.2 Computational Knowledge Precision Lemmas

We show how to obtain precise computational proofs of knowledge by sequential
repetition of a so calledomputationally special-sound proofLooking ahead,

we mention that the protocol of Blum when instantiated with statistically hiding
commitments is known to be computationally special-sound.)

We start by formally defining computational special-soundness. Recall
the definitions ofACCEPT, consistency from Sectiof.2.1 Furthermore, let
CONSISTENTdenote the predicate that on input two transcripts outputs 1 if and
only if the transcripts are consistent.

Definition 22 (Computationally Special-sound Prooftet (P, V') be ak-round
public-coin interactive proof for the languade € NP with witness relation
R;. We say that the protocdlP, V') is computationally special-soundith
respect taR;,, if the k — 1'st-round of (P, V') is a verifier-round and there exits a
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polynomial-time extractor machin¥, and a negligible functiom, such that for
all probabilistic polynomial-time machin@

ACCEPTy (z,Th) =1
ACCEPTy (z,T3) =1
CONSISTENTTY,T3) =1
X(z,T1,T2) ¢ Rr(z)

If, furthermore, the predicatecCEPT;, can be computed in linear time aidhas
a linear running time, we say thapP, V') is computationally special-sound with
linear extraction

Pr| (x,T1,T3) «— G(x) : < u(|x])

We show the following lemmas:

Lemma? (Computational Knowledge Precision Lemma - Linear Precisiar}

(P, V') be a computationally special-sound proof system with linear extraction for
the languagé., with witness relationR;. Letm(n) = w(logn), and let(P, V)
denote then-sequential repetition ofP, V). Then(P, V) is a computationally-
sound proof of knowledge with linear precision, for the languageith withess
relation R;,. If, furthermore(P, V) is (statistical/perfectpVZ, then(P, V) is so

as well.

Lemma8 (Computational Knowledge Precision Lemma - Polynomial Precision)

Let (P, V) be a computational special-sound proof system for the langliage

with witness relationR;. Letm(n) = w(1), and let(P,V) denote them-

sequential repetition ofP, V). If in the execution of P, V') on common input:

the length of the verifier challengedglog |z|), then(P, V) is a computationally-

sound proof of knowledge with polynomial precision, for the languageith

witness relationR;,. If, furthermore (P, V) is (statistical/perfect)pVZ, then

(P,V)is so as well.

Proof of Lemma 7 and Lemma8: Both lemmas follow essentially directly from

the proofs of Lemm#& and Lemmagb. The only point that needs to be addresses

it that the special-soundness extractor only is require to function properly when

it receives transcripts that have been generated by a polynomial-time machine.

Furthermore, this extractor might also fails (with some small probability).
However, since the definition of computationally-sound precise proofs of

knowledge only consider computationally-bounded malicious prof?ris fol-

lows that also the extractors constructed in Lenraad Lemmé are polynomial-

time. We conclude that the probability that the special-soundness extractor fails to

output a valid witness on input two consistent and accepting transcripts that have

been generated by the extractors of Lenfiremd Lemméb is negligible. By the

union-bound we thus get that the total failure probability also is negligible. This

concludes the proof of Lemnidand Lemma8. W

6.3 Constructions of WI Precise Proofs of Knowledge

We provide constructions 07 precise proof of of knowledge for all languages
in AP by combining our knowledge precision lemmas with knoW proof of
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knowledge protocols.

6.3.1 WZT Precise Proofs of Knowledge

By combining Lemma6é and Lemma5 with the Blum’s proof system for
Hamiltonicity [10] (relying on [40] and [5Q]), we obtain:

Theoremll. Assume the existence of one-way functions. Then, there exists an
(efficient-prover)v(1)-roundWZ statistically-sound proof of knowledge forP

with polynomial precision. There also exists an (efficient-prouéipg n)-round

W statistically-sound proof of knowledge f&f P with linear precision.

Proof:

PoLYNOMIAL PRECISION CASE. Recall that Blum’s proof system for Hamil-
tonicity [10] is a special-sound proof (in fact it was the first special-sound proof
system known fotN'P). Since the proof system iSK, it is also WZ [25].
Furthermore, sinc®V7 is closed under parallel compositia?f], the parallelized
version of Blum’s protocol (i.e., the protocol resulting from runnimgarallel
copies of the protocol) is also WZ special-sound proof, which additionally
has the property that the length of the verifier challenge in a proof of statements
x € {0,1}",isQ(n). Furthermore, it trivially holds due to the construction of the
protocol that the verifier will always reject if the prover communicates less than
n bits. The first part of the theorem is obtained by combining the above proof
system with lemm@.

LINEAR PRECISION CASE. It can be seen that, if using an appropriate
representation of of graphs, Blum’s Hamiltonicity protocol is special-sound with
linear extraction. The second part of the theorem is obtain by combining this proof
system with lemm&. W

6.3.2 StatisticallVZ Precise Proofs of Knowledge

By instead combining Lemma& and 8 with a statisticalZ/C variant Blum’s
Hamiltonicity protocol (obtained by instantiating the commitments in Blum’s
protocol with statistically hiding commitment), we instead obtain:

Theorem12. Assume the existence @f(n)-round statistically-hiding commit-
ments. Then, there exists an (efficient-prove(f(n))-round statisticalZ
computationally-sound proof of knowledge fdvP with polynomial preci-
sion. There also exists an (efficient-prover():(n) logn)-round statisticalyZ
computationally-sound proof of knowledge &P with linear precision.

Proof: We start by observing that Blum’s protocol when instantiated with
statistically-hiding commitments is both

1. computationally special-sound, and

2. statisticallywwzZ
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The rest of the proof is concluded in the same way as the proof of Thebtem

6.3.3 Emulatable Precise Proofs of Knowledge

Since all the above-constructé!Z precise proofs of knowledge protocols are
public-coin, it directly follows that they ar&/C for the prover with precision
p(n,t) = O(t). The following theorems then follow from Theorelt and12 by
applying Lemmad.

Theoreml13. Assume the existence of one-way functions. Then, there exists
an (efficient-prover)w(1)-round WZ statistically-sound emulatable proof of
knowledge forNP with polynomial precision. There also exists an (efficient-
prover) w(log n)-round WZ statistically-sound emulatable proof of knowledge
for NP with linear precision.

Theorem14. Assume the existence @f(n)-round statistically-hiding commit-
ments. Then, there exists an (efficient-prove(f(n))-round statisticalV'Z
computationally-sound emulatable proof of knowledgeX6P with polynomial
precision. There also exists an (efficient-provefk(n) log n)-round statistical-
WZ computationally-sound emulatable proof of knowledge £GP with linear
precision.

6.4 Constructions of Precise ZK

In this section we provide our constructions of PrecBg protocols. We
construct the following Precisg&/C protocols.

1. Statistically PreciseZXC Arguments forNP (assuming statistically hiding
commitments).

2. Computationally PreciseZK Arguments for NP (assuming one-way
function).

3. Computationally Precis€ K Proofs for\"P (assuming statistically hiding
commitments).

4. Computationally Precis€ K Proofs forZP (assuming statistically hiding
commitments).

5. Unconditional Statistically Precis&/XC Proofs for specific languages such
as Graph Non-Isomorphism.

6.4.1 PreciseZK Arguments for NP

We start by showing the following theorem :
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Theorem15. Assume the existence @f(n)-round statistically-hiding commit-
ments. Then, there exists an (efficient-provef)) + w(1)-round statistically
preciseZ K argument with polynomial precision for every languagd/i®. There
also exists an (efficient-provek)n) + w(logn)-round statistically precis€ X
argument with linear precision for every language\ifP.

Proof: We begin by constructing &K argument with polynomial precision. This
protocol is then modified to obtain&/ argument with linear precision.

ZK ARGUMENTS WITH POLYNOMIAL PRECISION Recall the protocol of Feige-
Shamir. Their protocol proceeds in the following two stages, on common input a
statement: € {0,1}":

1. In Stage 1, the Verifier picks two random stringsr, € {0,1}", and sends
their imagec; = f(r1),c2 = f(re) through a one-way functioff to the
Prover. The Verifier furthermore provides/®Z proof of knowledge of the
fact thatc; andco have been constructed properly (i.e., that they are in the
image set off).

2. In Stage 2, the Prover providestatisticah/VZ proof of knowledge of the
fact thateither z is in the languagegr (at least) one of; andc, are in the
image set off.

We obtain a statistica® K argumen®olyPreciseStatZKArgith precisionp(n, t),
wherep is a polynomial in bothn andt, by simply replacing théVZ proofs
of knowledge used in Stage 1 of the protocol, withh& emulatable proof of
knowledge with polynomial precision. If furthermore, the resulting protocol has
the property that” always reject before Stage 2 is reached unless the prover
has communicated less than bits (this for instance directly holds if w.l.o.g.
choosing a length preserving one-way function), the protocol has polynomial
precision.

More precisely, letf : {0,1}" — {0,1}™ be a one-way function and
let the witness relatio?;/, where ((x1,z2), (y1,y2)) € Ry if f(z1) = u
or f(x2) = yo, Characterize the languag€. Let the languagd. € NP.
Protocol StatPolyPreciseZKArdor proving thatz € L is depicted in Figure
6.1 Note that the protocol relies on the existence of one-way functions,
statistically-hiding commitments and ®WZ emulatable proof of knowledge
with polynomial precision. However, since the existence of statistically-hiding
commitments, implies the existence of one-way functions, and since by Theorem
13, one-way functions imply the existence of aril)-round WZI emulatable
proof of knowledge with polynomial precision, we only require the existence
of statistically-hiding commitments. We conclude that the resulting protocol has
round complexityk(n) + w(1).

Proposition3. ProtocolStatPolyPreciseZKArgs a statisticalZ/C argument with
polynomial precision.

Proof: Soundness and Completeness of the protocol follows directly from the
proof of Feige and Shami@p] as protocolStatPolyPreciseZKArgs a particular
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PrRoTOCOL StatPolyPreciseZKArg

Common Input: an instance: of a languagd. with witness relation? ..
Auxiliary Input for Prover: a witnessw, such tha{z, w) € R ().

Stage 1:

Stage 2:

V uniformly chooses, € {0,1}".
V — P:cl = f(’l”l)702 = f(’l“g).

V — P: aWZT statistically-sound emulatable proof of knowledge with
polynomial precision of the statement

eitherthere exists a valug, s.tc; = f(r1)
or there exists a value, s.tco = f(r2)

The proof of knowledge is with respect to the witness relafign

P — V: a statisticalVZ argument of knowledge of the statement
eitherthere exists values,, v}, s.t eitherc; = f(r]) orca = f(rh).
orxelL

The argument of knowledge is with respect to the witness relgtion
Rpvii(er,ea,2) = {(r], rh,w)|(ry,r5) € Rr/(c1,c2)Vw € Rp(x)}.

Figure 6.1: StatisticaE X argument for\V’P with polynomial precision

instantiation of their protocol. Let us turn to the preci8& property. The
simulatorsS for V/ proceeds as follows:

1.

The simulatorS internally incorporate$’” and follows the honest prover
strategy during the initial commit sent BY/. If V' send an invalid message
during the commitment$ halts outputting the view generated figt

Let F denote the precise emulator-extractor for residual vefifieafter v’
has committed t@ (recall thatl’’ acts as a prover in Stage 1 of the protocol).

S runs the emulator-extractdr, obtaining a triplet(view;, views, w’ =
(r],75)), whereview; denotes the view of/’ (sinceV’ is acting as a
prover).

. If view, contains a rejecting view, or i’ ¢ R} (c1,¢2), S outputsview;
and halts.

Otherwise,S performs the following steps:

a) S invokes an “internal” copy of”’.
b) S feeds the viewiew; to V".
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c) S then interacts with/’ following the honest prover strategy in Stage
2 of the protocol, using’ = (r, 7)) as witness.

d) S finally outputs the view of/’ and halts.

RUNNING-TIME OF S. Let v denote the view output by. We show that the
running time ofS' is polynomial in the running time o’ on the viewv. First
note that since is an emulator-extractor with polynomial precision figf, it
follows that the time invested h¥ to generate stage 1 of the views polynomial

in the running time oft”” when feed stage 1 af. Secondly, since stage 2 of the
view v, is generated by emulating the honest prover strategy (using witne9s

in an interaction withi’”’, it follows that time invested by in order to generate
stage 2 of, is the time needed to emuldté in stage 2 of the view plus the time
needed to generate the honest prover messages, which is a polynomigt|in in
Finally, sinceS only proceeds to generate stage 2 of the view if stage 1 has been
successfully completed, it holds tHat must have communicated at leas bits

(in order to send the strings, ¢3), which concludes that the total time invested
by S to generate both stage 1 and stage 2 &f polynomial in the running time
of V/ on the vieww.

INDISTINGUISHABILITY OF THE SIMULATION. We show that for the following
ensembles are statistically close over

¢ {VIEWZ[P’(QC’ y) = Valz, z)]}xeL yERL(2),2€{0,1}*

. {S’.(:U,z)}

Towards this goal, consider the following “intermediate” simulatfr that
receives a witnesg to the statement. S’, on inputz, y (and auxiliary input

z), proceeds just likeS in order to generate Stage 1 of the view, but proceeds as
the honest prover in order to generate Stage 2 of the view. Indistinguishability of
the simulation byS follows from the following two claims:

z€L,yeRL, (CE),ZG{O,l}*

Claim1. The following ensembles are statistically close oker

[} {V|EW2[Po(x7y) A W(I’, Z>]}I€L yERL(IB) ZG{O 1}*

o {Sie .20}

Proof: Assume thaty always output a witnese’ € R/ (x) if the view output

is accepting. Under this (unjustified) assumption if follows from the perfect
emulation condition or that the view ofV/’ in a real interaction is identical to
the output ofS’. However, by the precise statistically-sound proof of knowledge
property of Stage 1 it follows that the probability that fails in outputting a
witness is negligible. We conclude that the ensembles in the statement of Claim
are statistically close. Wi

z€L,yERL (x),2€{0,1}*
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Claim 2. The following ensembles are statistically close oier

° {S.(x,z)}

z€L,yERL (x),z€{0,1}*

!
¢ {S,(w, (, Z))}xGL,yGRL(m),ZG{O,l}*
Proof: The claim follows directly from the statistica'Z property of Stage 2
of the protocol, and from the fact that the only difference betw&emnd .S’ is
the choice of the witness used in Stage 2 of the protocol. For completeness, we
provide a proof.

Assume for contradiction that the claim is false, i.e., that there exists a
deterministic verifierV’ (we assume w.l.o.g that” is deterministic, as it can
always receive it random-tape as auxiliary input), a polynomial), and a
distinguisherD such that for infinitely many: € L there exists) € Ry (z),z €
{0,1}* such that

‘Pr [1} — Se(x,2) : D(x,2,v) = 1} —Pr [v — Si(x,(y,2)) : D(x,2z,v) = 1} ’

S 1
— g(lz])
Fix genericr, y, z for which this happens. Sinc® proceeds exactly & in Stage
1 of the protocol, there must thus exists a partial viewor 1, of only Stage 1
of the protocol, such thab also distinguishes the output §fand.S’ conditioned
on the event tha$ andS’ feedV’ the viewv! as part of its Stage 1 view.
Note that the partial view! defines an instance € L v L' thatV’ expects
to hear a proof of, and that the only difference between the executighamd S’
given the viewv! is the choice of witness used in the proof. We have thus reached
a contradiction to theVZ property of Stage 2 of the protocol. il

ZK ARGUMENTS WITH LINEAR PRECISION We proceed to construct an
argument system that i5/C with linear precision. We obtain the new argument
system, calledStatLinPreciseZKArgby modifying the previously constructed
one,StatPolyPreciseZKArgn the following ways:

1. In Stage 1 of the protocoll start by sending the string’” (1)), where
W (]z|) denotes the number of computation steps requirelt tiycomplete
stage 2 of the protocol on input given any witnesa/’. (The prover directly
aborts the proof ift” sends a string that is shorter.) This message serves
as a “zero-knowledge proof” that the malicious verifier has performed
roughly as much computation as the honest verifier. (Since we require
that simulation is linear in the running time of the malicious verifier, it is
imperative that we can simulate also verifiers that run much faster than then

SWe here rely on the fact that the statisti¢&lZ property holds also fonnboundedserifiers.
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honest verifier. This additional message makes it possible to simulate also
such verifiers.)

2. In Stage 1 of the protocolP? and V' engage in aVZ statistically-sound
proof of knowledge witHinear precision (instead of one with polynomial
precision).

More precisely, letf be a one-way function and Iét;., L’ be defined as above.
Let the languagé. € N'P. ProtocolStatLinPreciseZKArdor proving thatr € L

is depicted in Figuré.2 Since by Theoremi3the existence of one-way functions
(which are implied by the existence of statistically hiding commitments) implies
the existence of an(log n)-roundWZ emulatable proof of knowledge with linear
precision, the resulting protocol has round complekity) + w(logn).

ProTOCOL StatLinPreciseZKArg

Common Input: an instance: of a languagd. with witness relation?y,.
Auxiliary Input for Prover: a witnessw, such that{z, w) € Ry (z).
Stage 1:

Let W (|«|) denotes (an upper bound) on the number of computational steps
required byP to complete stage 2 of the protocol on inpygiven any
witnessw’.

V — P: 1=

P verifies thatl” sent a string of lengtt" (D) (If not, it aborts.)
V uniformly chooses,ro € {0,1}".

V = Picy = f(r1),c0 = f(r2).

V — P: aWZ statistically-sound proof of knowledge with linear precision
of the statement

eitherthere exists a value, s.tc; = f(r1)
or there exists a valug, s.tcy = f(r2)

The proof of knowledge is with respect to the witness relafign
Stage 2:

P «— V: a statisticabVZ argument of knowledge of the statement
eitherthere exists values,, r, s.t eitherc; = f(r}) orco = f(r5).
orrel

The argument of knowledge is with respect to the witness relation
Ry (cr,co,z) = {(r], rh,w)|(r,r5) € Rp/(c1,c2)Vw € Ry (x)}.

Figure 6.2: StatisticaE K argument fot\NP with linear precision
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Proposition4. ProtocolLinPreciseStatZKArgs a statisticalZ/C argument with
polynomial precision.

Proof: Soundness and Completeness of the protocol follows directly as in the
proof of Claim3. To argue theZ/C with linear precision property consider the
same simulatof as in the proof of Clain3. It directly follows (using the proof of
Claim 3) that the output of is “correctly” distributed. It only remains to analyze
the running time of.

RUNNING-TIME OF S. As in the proof of ClainB), let v denote the view output
by S. SinceFE is an emulator-extractor with linear precision ot, it follows that
the time invested by to generate stage 1 of the viawis linear in the running
time of V' when feed stage 1 of Furthermore, note that If’ “completed” stage
1 of the protocol the¥” must have spent at leadt(|=|) computation steps.

As in the proof of Claim3), since stage 2 of the view, is generated by
emulating the honest prover strategy (using witneSextracted in Stage 1) in
an interaction withl”’, it follows that the time invested b§ in order to generate
stage 2 o, is the time needed to emuldté in stage 2 of the view plus the time
needed to generate the honest prover messages. By our assumption that a Turing
machine can be emulated at only linear overhead, it follows that the first term is a
linear function of the running time df’ in stage 2 ofv. The second quantity is
(by definition) W (|z|), which is smaller than the total running time 6f on the
view v. We conclude that the total time invested$yo generate both stage 1 and
stage 2 ol is linear in the running time of” on the viewv. W

This concludes the proof of Theorets. W

Computationally Precise ZXC Arguments from Any One-way Function

Just as in the protocol of Feige and Shanif][ it follows that if replacing

the statisticalVZ proof of knowledge in stage 2 of the protoc@satPolyPre-
ciseZKArg StatLinPreciseZKArgvith a computationald/Z proof of knowledge,

we instead obtain computational precigéC argument. Since constant-round
computationalVZ proof of knowledge can be based on the sole assumption of
the existence of one-way functiorag 31, 50, 40], we thus obtain:

Theoreml6. Assume the existence of one-way functions. Then, there exists an
(efficient-prover)w(1)-round precise computation&lC argument with polyno-
mial precision, for every language iMP. There also exists an (efficient-prover)
w(logn)-round precise computation&/C argument with linear precision, for
every language itvP.

Proof: The proof essentially follows from the proof of Theord If relying on

the same simulata# as in the proof of Theorerb, the only point that needs to be
addressed is the proof of the indistinguishability of the simulation. In particular,
since Stage 2 of the protocol is only computationdl (instead of statisticalVZ)
Claim 2 no longer holds; however, it follows using exactly the same argument
that the following claim holds instead, which is sufficient to conclude that the
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simulation is computationally indistinguishable from the view of the verifier in a
true interaction with a prover.

Claim 3. The following ensembles are computationally indistinguishable éver

o {S.(a:,z)}

zeL,yeRy (z),2€{0,1}*
o {Sile,(5,2))}
|

weLvyeRL (Z‘),ZE{O,l}*

6.4.2 PreciseZ Proofs for NP

We show:

Theoreml17. Assume the existence d@f(n)-round statistically hiding commit-
ments. Then, there exists an (efficient-provefk(n))-round precise computa-
tional ZK proof with polynomial precision, for every language MP. There
also exists an (efficient-prove®)(k(n) logn)-round precise computation&C
proof with linear precision, for every languageAfP.

Proof: We start by constructing &/C proof with polynomial precision.

ZK PROOFS WITH POLYNOMIAL PRECISION Recall theZC proof system

for (GRAPH3CoL) of Goldreich and Kahan30]. Their protocol proceeds in

two stages. In the first stage the verifier commits, usirgjadistically hiding
commitment, ton pairs of edges in the graph. In the second stage, the prover and
the verifier execute parallel (and using independent random coins) instances of
GMW's (GRAPH3CoL) protocol, with the exception that the verifier does not pick
random challenges, but instead reveals the edges it committed to in the first stage.

We modify their protocol as follows: In the first stage of the protocol,
we additionally let the verifier provide a statistidalZ computationally-sound
emulatable precise proof of knowledge of the values it has committed. (This
modification can be seen as a generalization of the protocéépbp].) To obtain
a precisionp(n, t) that is polynomial in onlyt, we furthermore require that the
verifier must communicate at legs{ bits in order to successfully complete stage
1.

More precisely, let the language € ANP. Our protocol for proving that
x € L is calledCompPolyPreciseZKPro@ind is depicted in Figuré.3.

Note that the protocol relies on the existence of statistically-hiding commit-
ment, statistically-binding commitment and a statisticA{# computationally-
sound emulatable proof of knowledge with polynomial precision. However,
since the existence of statistically-hiding commitments, implies the existence
of one-way functions, which in turns implies the existence of (constant-round)
statistically-binding commitments, and and since by Theaténthe existence of
ak(n)-round statistically-hiding commitment implies the existence of &(n))
round statistical/Z computationally-sound emulatable proof of knowledge
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with polynomial precision, we only require the existence of statistically-hiding
commitments. We conclude that the resulting protocol has round complexity

PrRoTOCcoL CompPolyPreciseZKProof

Common Input: an instance: of a languagd. with witness relation? ..
Auxiliary Input for Prover: a witnessw, such thatz, w) € Ry (z).
Stage 1:

V uniformly chooses = 71,73, ...,7, € {0,1}", s € {0, 1} (),
V — P:c = CoMm(F;s), where @M is a statistically hiding commitment,
which has the property that the committer must communicate at |east
m bits in order to commit ten strings.

V — P: a statisticalZ computationally-sound proof of knowledge with
polynomial precision of the statement

there exists valueg, s’ s.tc = CoM(7'; s')

The proof of knowledge is with respect to the witness relaftgric) =
{(v,s)|c = CoM(v;s)}.

Stage 2:

P < V: P andV engage im parallel executions of the GMW's (3-round)
Graph 3-Coloring protocol, wherg uses the stringsy, .., r, as its
challenges:

1. P— V: n (random) first messages of the\/ TV proof system for
the statement.

2. V «— P:Vdecommits t& = rq, .., 7.

3. P— V. Fori = 1..n, P computes the answer (i.e., the 3ird
message of the GMW proof system) to the challengend sendsg
all the answers to V.

Figure 6.3: Computationa K Proof for NP with Polynomial Precision

Proposition5. ProtocolCompPolyPreciseZKProdé a computationalZ K proof
with polynomial precision.

Proof: Note thatCompPolyPreciseZKProois a particular instantiation of the
protocol of Goldreich and Kahar3(]. This follows since, by the statisticid/Z
property of the proof in Stage 1 &blyPreciseZKProqgfit holds that the whole of
Stage 1 is a statistically-hiding commitmérithus, Soundness and Completeness

8If this was not the case there would exists at least one transcript of the commitroent C
such that the/VZ proof of knowledge protocol reveals (to an unbounded receiver) what value the
transcript is a commitment to. This, however, contradicts the statistitAlproperty of the proof
of knowledge protocol.
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of CompPolyPreciseZKProofollows directly from the proof of Goldreich and
Kahan BQ]. Let us turn to the precisgC property. For a given malicious verifier
V', let E denote the precise extractor fof (recall thatlV’’ acts as a prover in
Stage 1 of the protocol). The simulatSifor V' proceeds as follows:

1. S runs the emulator-extractdr, obtaining a triplet(view,, views, w' =
(7', s")), whereview; denotes the view df’ (sinceV’ is acting as a prover).

2. If viewy contains a rejecting view, or i’ ¢ R’ (z), S outputsview; and
halts.

3. Otherwise,S perform the following steps:

a) Justasin3Q], S generates a “random-looking” executioni, 7, ms)
of the “parallelized” GMW protocol, where the verifier quety= 7.
(This property of the GMW protocol is sometimes called special
honest-verifieZK.)’

b) S feeds the viewiew; to V".
c) S feedsm, toV'.

d) If V' decommits tar, S feedsms to V', outputs the view of/’ and
halts.

e) If V' fails to decommitS outputs the view of/’ and halts.

f) If V’ succeeds in decommit to a different value tifal outputfail
and halts.

RUNNING-TIME OF S. Let v denote the view output by. We show that the
running time ofS is polynomial in the running time df” in the vieww. First note

that sinceF is an extractor with polynomial precision féf', it follows that the
time invested by5 to generate stage 1 of the views polynomial in the running
time of V/ when feed stage 1 af. Secondly, since stage 2 of the viewis
generated by by emulating the honest prover strategy (using the knowledge of
the verifier queryr) in an interaction withi”’, it follows that time invested by

in order to generate stage 2 of is the time needed to emulat€ in stage 2 of

the viewwv plus the time needed to generate the honest prover messages, which
is a polynomial in in|z|. Finally, sinceS only proceeds to generate stage 2 of
the view if stage 1 has been successfully completed, it holdsithatust have
communicated at leagt| bits, which concludes that the total time investedshy

to generate both stage 1 and stage 2 &f polynomial in the running time of”’

on the vieww.

INDISTINGUISHABILITY OF THE SIMULATION. We show that the following
ensembles are computationally indistinguishable dver

"Note that this is possible since it is easy to commit to a coloring such that the two vertices on
aparticular (predetermined) edge have different colors.
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. {VIEW2[P.(x,y) o V.’(x’z)]}xeL SR (@) (01}

Se(x,
¢ { (x Z)}xEL,yERL(:E),ZG{O,l}*

Towards this goal, consider the following “intermediate” simulafr that
receives a witnesg to the statement. S’, on inputz, y (and auxiliary input

z), proceeds just like& in order to generate Stage 1 of the view, but proceeds as
the honest prover in order to generate Stage 2 of the view. The indistinguishability
of the simulation byS follows from the following two claims:

Claim4. The following ensembles are statistically close aler

o (ewalPw) o Vi N}

o {20}

Proof: The proof is essentially identical to the proof of clain the only
difference is that the proof of knowledge protocol in stage 1 is now only
computationally-sound.

Assume thatE' always output a witness’ € R/ (x) if the view output
is accepting. Under this (unjustified) assumption if follows from the perfect
emulation condition o that view of V'’ in a real interaction is identical to the
output of S’. However, by the precise computationally-sound proof of knowledge
property of Stage 1 it follows that the probability that fails in outputting a
witness is negligible. (Note that we here rely on the fact ifais a polynomial-
time machine). We conclude that the ensembles in the statement of Chaien
statistically close. W

zeL,yeRy (x),2€{0,1}*

Claim5. The following ensembles are computationally indistinguishable éver

. {S.(% 2) }xeLﬂERL(x),zE{Oyl}*
o {Sﬁ(a:, (v, Z))}

Proof Sketch: To prove claimb, consider an additional hybrid simulatéf that
on inputz, (y, z) proceeds as follows:

zeL,yeRy (x),z€{0,1}*

1. S” first runsSe(z, z).
2. If S outputsfail, S” halts outputtinggail.
3. Otherwise, it runsS, (z, (y, z)) and outputs whateved’ outputs.

We start by noting that it follows directly from the computational-binding property
of the commitment scheme used in Stage 1, that the outpft ixf statistically
close to the output of5”. It also follows from the special honest-verifier
ZK property of the GMW protocol that the output &f(z, z), conditioned
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of not beingfail, and the output ofS)(z, (y, z)), conditioned of not being
fail are computationally indistinguishable. We conclude tKatz,z) and
S.(z, (y, z)) are computationally indistinguishable, which implies thafz, 2)
andS,(z, (y, z)) also are computationally indistinguishable li

ZK PROOFS WITH LINEAR PRECISION As for the case ofZK arguments
(see Propositiod), we obtain aZC proof for NP with linear precision, called
ProtocolCompLinPreciseZKProoby modifying Stage 1 of protocdompPoly-
PreciseZKProofin the following two ways:

1. V start by sending the string" (1*)), whereV (|z|) denotes the number of
computation steps required I3yto perform a simulation of Stage 2 of the
protocol. (The prover directly aborts the prooflif sends a string that is
shorter.)

2. P andV then engage in a statistica#*Z computationally-sound proof of
knowledge witHinear precision (instead of one with polynomial precision).

Since by Theorenmi4 the existence of:(n)-round statistically hiding commit-
ments implies the existence of aw(k(n)logn)-round statisticallyyWZ
computationally-sound emulatable proof of knowledge with linear precision, the
resulting protocol has round complexityk(n) logn).

It follows exactly as in the proof of Propositioh that ProtocolCompLin-
PreciseZKProofis computationalZ C with linear precision. This concludes the
proof of Theoreml7. W

6.4.3 Everything Provable is Provable in Precis& C

We extend the results from the previous section to show that every language that
has an interactive proof also ha€#C proof with linear precision.

Theorem18. Assume the existence of statistically hiding commitments. Then,
every language if’P has a computationa /C proof with linear precision.

Proof Sketch: Recall that §] show that every language having an interactive
proof also has a computation&l proof. In fact, they provide a transformation
from an interactive proofs for a languageto a ZK proof for the same language
by relying on anyZK proof for NP (such as the GMW protocol); see Section
3.2.2for more details. We note that if instead relying on a pre&deé protocol
for NP in their transformation, the resulting protocol will E&C with precision
p(n,t) wherep is a polynomial in both: andt¢. If furthermorel” on common
inputz is required to communicate at least bits as part of its first message, the
protocol isZ/C with polynomial precision.

As in Propositiord, we obtain aZ kC proof with linear precision, by relying on
a ZK proof with linear precision in the transformation 8},Jand by additionally
letting the verifierV start by sending the string?”(1*), whereW (|z|) denotes
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the number of computation steps required $yo perform a simulation of the
first stage of the protocol (i.e., the “encrypted” interactive pr8ofhe prover
directly aborts the proof it” sends a string that is shorter.)ll

6.4.4 Existence of Statistically Precis&C Proofs

We provide unconditional constructions of precisetatistical Z/C proofs for
certain specific languages. We here exemplify our approach by showing a precise
ZIKC proof for Graph Non-Isomorphism. Roughly speaking, our construction
proceeds in the following steps:

1. We first recast (a variant, due to Benaldj, [of) Goldreich, Micali and
Wigderson’s protocol31] for Graph Non-lsomorphism as an instance of
the Feige-Shamir protocol.

2. We then essentially rely on the same construction paradigm as in our previ-
ous (conditional) constructions; namely, we use our knowledge precision
lemmas to transform a special-sound proof of knowledge into a precise
proof of knowledge, and then use the precise proof of knowledge protocol
as a sub-protocol to obtain a preciB& proof.

Unconditional WZ Precise Proof of Knowledge for a Specific Language

We provide an example of statisticalWVZ statistically-sound precise proof of
knowledgdor a specific language. As mentioned above, this protocol will then be
used in order to construct a preci8& proof for GRAPHNONISO.

Consider the languageoE2 GRAPHI SO of triplets of graphs~y, G1, H, such
that H isomorphic to eitheilGy or G1, and the corresponding witness relation
Rior2Graruiso Which describes the two isomorphism. We show how to construct
a 3-round special-soundVZ proof for Rior2Graphiso With soundnes%. The
protocol (which is a variant of a protocol implicit irB] and the protocol of
Benaloh B]) is depicted in Figurd.4.

Proposition 6. Protocol 10f2GraphlsoProofis a special-sound statistice¥*Z
proof for 10F2GRAPHI SO with witness relationR1or2GrapHi so-

Proof: Soundness and Completeness follow directly using the same proof as in
[31]. StatisticalVZ follows from the fact that protocalof2GraphlsoProofis
honest-verifier perfect zero-knowledge (s@#]], or can be directly argued. Il

By using parallel repetition and an appropriate representation of the graphs,
we thus obtain:

Proposition7. There exists a 3-round statistioalZ special-sound proof sys-
tem (P, V) with linear extraction for DF2GRAPHISO with witness relation
Rior2crarriso-  Furthermore, the verifier query ifP, V') for a statement: €
{0,1}™ is of length2(n).

8Note that although the prover strategy is not necessarily efficient, the simulator is. Thus,
W (|z|) is always a polynomial.
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ProTocoL 1of2GraphlsoProof

Common Input: an instancér,, G|, H of the language @F2GRAPHISO.

Auxiliary Input for Prover: a witnessw, such that((Gop,G1, H),w) €
RloFZGRAPHIso(l’)-

P uniformly selects a bit, and letsC; be a random isomorphic copy 6f,
andC;_; be a random isomorphic copy 6f;.

P—V: CO,Cl.
V — P: arandom bib.
P—V:

1. If b= 0, P sends the permutation fro6%, C;_; to Gg, G1.
2. If b =1, P sends the permutation froid to of C;, C;_;.

V checks the validity of the permutations received.

Figure 6.4: Statistically Precisg/C proof for 10F2GRAPHISO

By combining Propositio with Lemma6é and Lemmab we obtain:

Theoreml9. There exists a(1)-round statisticald/Z statistically-sound proof
of knowledge for DF2GRAPHI SO with polynomial precision. There also exists
an w(logn)-round statistical/Z statistically-sound proof of knowledge for
10F2GRAPHIsOwith linear precision.

Since the above-constructé®lZ precise proofs of knowledge protocols are
public-coin, it directly follows that they ar&/C for the prover with precision
p(n,t) = O(t). The following theorem then follows from Theoref® by
applying Lemmad.

Theoren20. There exists aw(1)-round statistical/Z statistically-sound emu-
latable proof of knowledge fordr2 GRAPHI sowith polynomial precision. There
also exists aw(log n)-round statisticalZ statistically-sound emulatable proof
of knowledge for bF2GRAPHI SO with linear precision.

Statistically Precise ZK Proof for Graph Non-Iso

Let GRAPHNONIsoO denote the language of hon-isomorphic graphs.

TheorenRl1. There exists aw(1)-round statisticaEC proof for GRAPHNONISO
with polynomial precision. There also exists @flogn)-round statisticalZ/C
proof of knowledge for @APHNONI SO with linear precision.

Proof: Let 10F2GRAPHISO and Rior2craruiso D€ defined as in Sectiofi4.4
Consider the protocol depicted in Fig@&for proving that: € GRAPHNONISO.
(Note that this protocol does not necessarily haveféicientprover strategy. This
is potentially unavoidable, asf@ PHNONI SO might not be inVP.)
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PrRoTOCOL PreciseZKGraphNonlso

Common Input: an instanceér, G of the language 8APHNONISO.

Stage 1:
V uniformly chooses a bit and letH be a random isomorphic copy 6f;.
V — P:H.

V « P: V provides a statisticallyy/Z statistically-sound emulatable
proof of knowledge, with polynomial precision, thét,,G,, H €
10F2GRAPHISO. The proof of knowledge is with respect to the
witness relationR 102 GrapHi so-

Stage 2:

P — V: The bit:’ such thatH is isomorphic ta&;:.
V accepts ifi’ = i.

Figure 6.5: Statistically Precis&/C proof for GRAPHNONISO

The following claim concludes the first part of the theorem.

Proposition 8. Protocol PreciseZKGraphNonlsds a statisticalZXC proof for
GRAPHNONI sowith polynomial precision.

Proof: Soundness and Completeness of the protocol follows a8ljp [ZKX
with polynomial precision follows directly from the statistically-sound emulatable
proof of knowledge with polynomial precision property of Stage 1l

In order to obtain & K proof with linear precision we proceed in exactly the
same way as in the proof of Theordl W

Other Unconditional Statistically Precise Z/C Proofs

The same approach as above can directly be applied to Goldwasser, Micali
and Rackoff’s B5] protocol for Quadratic Non-Residuosity, QNR. Furthermore,
by instead relying on a protocol of Micciancio, Ong, Sahai, and VadHAah [
(extending 4] and [48]) we can obtain statistical precisEK proof with
polynomial and linear precision for all problems ﬁ?D}/2 [48, 57]. (The general,

i.e., non-restricted, Statistical Difference problem is complete for statistigal
[57]). We note that although @aPHNONISO and QNR actually reduces to
SD%/Q, the protocol resulting from relying on the protocol 7] require a “large”
round-complexity and non-efficient provers, whereas our direct approach avoids
this.
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6.5 Black-Box Lower Bounds

We show that onlyZ K proof/argument systems for ‘trivial” languages can have
black-box simulators with precisig#(n, t), wherep is a polynomial in bot and
t. Intuitively, this lower bound follows from the following observations:

e A black-box simulatorS for a zero-knowledge proof of a non-trivial
languagemustrewind the verifier at least once (otherwise the simulator
could be used as a cheating prover).

e Since the simulator only uses the verifier as a black-box whkbkvious

of the running time of the verifier on the view output. Furthermore, it
is oblivious of the running time of the verifier in the rewound execution.
Therefore, if the malicious verifier decides how long to run based on (in a
randomized way) the queries that the simulator sends, we can with relatively
high probability end up in a situation where the simulator outputs a view in
which the verifier runs very fast, but the running time of the verifier in the
rewound execution is long.

We proceed to a formal treatment relying on the above intuition.

6.5.1 Definition of Black-Box PreciseZ

Our definition of black-box precis€C is a straight-forward restriction of the
definition of preciseZ to only allow for black-box simulators, in analogy with
the definition of black-boxZ K (see Definitioril5in Section3.1.1). For simplicity

(and since we are proving a lower), we only state the definition for the weakest
form of preciseZKC, namely computational precis/C. In fact, to make the
lower-bound even stronger we present a definition where we only require that
with overwhelming probabilitythe running-time of the simulator is related to that

of the verifier.

Definition 23 (Weak Precise Black-baX ). Let (P, V') be an interactive proof
(argument) system for the languafiec NP with the witness relatior?;,, and

let andp : N x N — N be a monotonically increasing function. We say that
(P, V) is weak computational black-bax/C with precisionp(n, t) if there exists

a probabilistic oracle machingsuch that for every probabilistic polynomial-time
interactive machin&”, the following two conditions hold:

1. The following two ensembles are computationally indistinguishable bver
o {views[P.(z,) = V/(z,2)]}
o {SE @)}

2. There exists a negligible function, such that for everye L and every
z,r € {0,1}* it holds that

zeL,yeRL(x),z,re{0,1}*

zeL,yeRy (z),2,r€{0,1}*

Pr [STEP%VT/W) < p(|a|, STEPS(Sy" "7 (2))| > 1 — p(n)

(=)
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(We emphasize that in the above expression the two occurrendgsefer
to thesamerandom variable.)

6.5.2 The Lower Bound

We prove the following theorem:

Theorem22. Let (P, V) be anm-round weak black-box computationa&/C
interactive proof (or argument) with precisiginn,t) € poly(n,t) for the
languagel.. Then,

L € BPTIME [O(p(n, TIMEy (n)))]

Before proceeding to the proof, we make the following remarks:

1. First, note that Theorer?2 shows that only languages BPPP have black-
box zero-knowledge proofs with polynomial precision. However, recall that
precise zero-knowledge proofs wilimear precisionmight be interesting
also for languages iBPP or P. Concerning such proof systems, Theorem
22 states that th@onestverifier of the zero-knowledge proof (argument)
system needs to perform “essentially” as much computation as is needed to
decide the language, completely trivializing the proof system.

2. Also, note that Theoren22 is “tight” in the sense that if we relax the
restriction onpolynomial precision, then black-box simulatiocan be
useful. In particular, Pass’ interactive arguments £GP [53] (which are
based on the existence of one-way functions with sub-exponential hardness)
are black-box zero-knowledge witiuasi-polynomiaprecision?

Proof of Theorem 22 Suppose, for contradiction, that there existsramound
(wherem = m(n)) interactive argumentP, V'), that has a black-box simulator
S with precisionp(n,t). Consider the malicious verifidr’ defined below.V’
proceeds just aB, except for the following differences:

1. V' receives as auxiliary input the description of (@m + 1)-wise indepen-
dent hash functiod? : {0,1}/(™) — {0,1}", wherel(n) denotes an upper-
bound on the length of a transcript of the protocB] V).

2. Let T'(n) be a polynomial in, soon to be determined. Each tirk@ is
given a query,V’ appliesH to the partial transcript up until this query
(including the query) to generate a random numbeBased on this ran-

2
domness}’’ decides to, with probability /m “pause” for (p(n, T(n)))
steps before proceeding a3, and otherwise directly proceeds &&
More precisely, if the firstogm positions ofs are zero, therd/’ runs

®Those protocols ar& K with precisionp(n, t) = O(nP°¥°" 4-t). As an additional interesting
feature they are constant-round, whereas we don’t know if constant-round zero-knowledge protocols
with polynomial precision can be constructed.
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2
(p(n, T(n))) dummy instructions and then proceeds to do whatould.
Otherwise it directly does whaf would do.

The polynomiall’(n) used above is defined as the upperbound on the time
invested by/’, excepffor the “pauses” (i.eJ'(n) is essentiallyriMe plus

the time needed to evaluate the hasfuncfibnm times). Note that in case

V' does not “pause” in a view, its running time is thus trivially bounded by
T(n).

We show that unlesé € BPTIME [O(p(n, TIMEy (n)))] there exist some non-
negligible functiong(n) such that with probability at leagt(n), V" outputs a

2
view in whichV”’ runs at mosf’(n) steps but which took at least{ p(n, T'(n))
steps to generate. Towards this goal we start by showing the following claim.

Claim 6. UnlessL € BPTIME [O(p(n, TIMEy (n)))], there exists some non-
negligible functiong(n) such that with probability at leagin), SV queriesV’
on a message:’ that is not part of the view output by.

Proof: Assume, for contradiction, thaf, with overwhelming probability (i.e.,
with probability 1 — p(n), wherep is a negligible function)pnly queriesV’ on
messages that are part of the view outputShyWe show how this implies thatt
combined with” can be used to decide the language. More precisely, consider
the deciding machin® defined as follows. On input an instaneeD performs

the following steps:

1. D picks a random tape for V, and executesiew «— Sy" ") (z). If S

attempts to perform more thann, TIMEy (n)) computational steps, halt
outputting_L.

2. UnlessD has already halted, it finally outputsiTy (view) (i.€., it outputs
1ifand only if V accepts in the viewiew.)

We start by noting that the running-time 6f on input an instance € {0,1}"

is O(p(n, TIMEy(n))). We proceed to show thdD decidesL. First note that

it directly follows from the validity ofS that D outputs L only with negligible
probability. (Recall thatD only outputs | when S attempts to take more than
O(p(n,TIMEy (n))) steps. Since the running-time &f is upper-bounded by
TIMEy (n) this thus only happens with negligible probability). In the sequel of
the analysis we therefore disregard this rare event.

e Given aninstance € L, it follows directly from theZXC and completeness
properties of(P, V) that, except with negligible probabilitysy”“) (x)
outputs a view in whicl/ accepts; we conclude thaél, () — 1 except
with negligible probability.

e Given an instancer ¢ L it instead holds that except with negligible
probability, S outputs a view in whicH’ rejects. If this was not the case
S could be used as a cheating prover. This follows sificanly queries
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the verifier on a message that is not part of the view output, with negligibly
small probability.

More precisely, assume for contradiction tisgt ?) (x) outputs a view in
which V' accepts with non-negligible probability. We construct a cheating
prover P’ as follows.

1. P’ internally runsS,(z).

2. WheneverS makes a query to its oraclé}’ checks thatS has not
previously asked the same query (or a subset of it). If it has not (i.e.,
if it is a new query)P’ externally forwards the prover messages in the

query.

We start by noting that as long @&only asks queries that are consistent
with a single execution of P, V'), the view of S in the emulation byP’

is identicalto the view ofS when interacting with/’. Since, except with
negligible probability,S in an execution with’’ only asks questions that
are consistent with a single execution (@, V'), it holds that also in the
emulation byP”’, S, except with negligible probability, only asks questions
that are consistent with a single execution 8f V). We conclude that the
view of S in the emulation byP’ is statistically closeto the view of S
when interacting with/’, which implies that the success probability of

is non-negligible. This contradicts the Soundnesgidf/).

|
Relying on Claim6 we show the following claim, which concludes the proof

of Theorem22.

Claim 7. There exists some auxiliary inputfor VV/ such that the probability that
S takes more thalép(n, T(n))>2 computation steps in order to generate a view
in which the running time o¥’(z) is T'(n), is

1 1 n
0ot 1 - ) ~0(57)
Proof: We show that for aandomchoice of an(m + 1)-wise independent hash

2
function H, it holds that the probability tha$ invests at Ieas(p(n,T(n))>

computation stepS in order to output a view in which the running timeof( H)
isT(n),is
0(gtm) (1~ )™
g m m

By an averaging argument, this concludes that there exists at least one auxiliary
inputz = H satisfying the conditions of the claim.

Note that due to the construction &f it holds that for anyfixedview of V/,
the probability (over the choice of the hash functiéi that the running time of
V' is at mostT'(n) steps is

(1=

m
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This follows sincel’”’ uses thém + 1)-wise independent hash function to decide
whether to “pause” or not, and from the fact th&tonly applies this functiomn
times.

By Claim 6 it holds that with probabilityy(n), S feeds a query t&” that is
not part of the viewv output. Since this query (by definition) is different to the
gueries in the view, it holds that with (independent) probability

1

m

V" will run in time p(n,T(n))?> when feed this query. (Here, independence
follows sinceV’ uses an'm + 1)-independent hash function, and since we are
only applying this function onn + 1 different points). We conclude that with
probability
1 |
O(gm)—(1 - —)")

m m
2
S takes time(p(n, T(n))) in order to generate a view in whidl takes at most
T(n)steps. W
|

EXTENSION TO PRECISE PROOFS OF KNOWLEDGBENe note that (assuming the
existence of one-way function) our black-box lower bound also extends to rule out
the existence oV precise proofs of knowledge fadv'P. This follows from the

fact that (assuming the existence of one-way functions) we show how to construct
preciseZ K arguments fo/'P given aWWZ precise proof of knowledge fo¥/P.



Appendix

A.1 Known Non Black-box Simulators are Not Precise

In this section we review why known non black-box simulation techniques, due to
Barak P], result in a non-precise simulation. We start by reviewing Barai{s
protocol and then turn to discuss its simulator.

REVIEW OF BARAK'S PROTOCOL The protocol of Barak requires the use of
Universal Argumentsd], which are a variant of CS-proofs introduced by Micali
[45]. Such proofs systems are used in order to provide “efficient” proofs to
statements of the form = (M, x, t), wherey is considered to be a true statement
if M is a non-deterministic machine that acceptsithin ¢ steps.

Let UARG be a Universal Argument. L& : N — N be a “nice” function
that satisfieq’(k) = k(1. A high-level overview of Barak’s protocol is depicted
in FigureA.1.

As shown in P], Barak’s protocol is computationally sound, under appropriate
assumptions on the hash functién (either by assuming that is collision
resistant against circuits of sizg7T'(n)), or by assuming thak is constructed
by combing a specific tree-hashing approach with any standard collision resistant
hash function]).

SIMULATION OF BARAK’S PROTOCOL Given access to the verifier's code
(or, equivalently, to the verifier's next message function), the protocol can be
simulated without making use of rewinding: To perform simulation, the simulator
commits to the verifier's next-message function (instead of committing to zeros).
The verifier's next message function is then a program whose output, orciigout

r; this provides the simulator with a valid “fake” witness to use in Stage 2 of the
protocol.

THE SIMULATION IS NOT PRECISE It is easy to see that the above simulation
is not precise: Consider a verifig? that has a very long auxiliary input tape, but

98
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ProTOCOLBarakZK

Common Input: an instance: of a languagd. with witness relation? .
Auxiliary Input for Prover: a witnessw, such that{z, w) € Ry.
Stage O:

V — P: Sendh & Hj.
Stage 1:

P — V : Sendc = Com(*).
V — P Sendr € {0,1}*l,

Stage 2: (Proof Body)

P — V : AWZ UARGproving the OR of the following two statements:

1. There existsv € {0, 1}Po¥(2) so thatRy, (z, w) = 1.

2. cis a commitment to a hash using the functigrof the program
I1, such thall(c) = r within T'(|z|) steps.

Figure A.1: Barak’s Non Black-Box ZK Argument fav P

most of the time only accesses a small portion of it. The simulator will always
commit to thewholedescription ofl’’ (including the whole auxiliary input tape)
and will thus always take long time, whilé’ might run fast a large portion of
the time. (In fact, the running-time of the simulator, will be polynomial in the
worst-caserunning-time of the verifier, whereas we require that it is polynomial
in theactualtime of the verifier — as such this simulator even has “b&qjected
precision).
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